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ABSTRACT

The possibility of an enemy attack using biological wesp@W) remains one of
the biggest threats to U.S. and global security. U.fende and deterrence policies are
based on the assumption that the perpetrator can bdyqamzkreliably identified. If
perpetrators can conduct attacks without the fear of atisibor punishment, they can
act with impunity. The ability to punish, therefore,tsasn the ability to identify the
perpetrator. Thus, the goal of attribution is at the réallomational security strategies.
Unfortunately, there are three reasons why the atioibatf BW attacks are very
difficult: (1) the nature of biological weapons, (2) th@que restrictions the international
environment places on BW attribution, and (3) the bureaaaanstraints and
organizational overlap that domestic political environmeatsimpose if a BW attack
occurs. This thesis thus provides a basic epistemoldggcaéwork for analysis for
successful BW attribution, detailing the nature, methaadd,limits of current BW

attribution capabilities.
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l. INTRODUCTION

A. DETERRENCE OF BIOLOGICAL WEAPONS IN A POST 9/11 TH REAT
ENVIRONMENT

The gravest danger to freedom lies at the crossroadslichlism and
technology. When the spread of chemical and biologi@iraiclear
weapons...occurs, even weak states and small groups coutdaattai
catastrophic power to strike great nations...

— President George W. Bukh

The possibility of an enemy attack using biological wesp®@W) on U.S. soill,
U.S. allies, or troops abroad remains one of the biggessats to U.S. and global
security. The U.S. National Strategy to Combat Weapdiass Destruction
emphasizes the diversity and unpredictability of sutdcks and the need for new
methods to deter the development and use of such weagdartsday's threat
environment, the United States has reserved the rigl#et@ll options—including the
use of nuclear weapons—in response to a biological weatpack by an enemyy.

Current and traditional approaches to U.S. defense andatete policies are
based on one key assumption: that the perpetrator aaasbg and reliably identified.
Deterrence and national defense policies rest on thagaéhat those planning or
responsible for attacks will be punished. If perpetratomscoaduct attacks without the
fear or possibility of punishment, they can act with impu The ability to punish,
therefore, rests on the ability to identify the pergettal hus, the goal that countries can
successfully identify the perpetrator of an attack—tludlem of attribution—is at the

root of all national security strategies.

1 National Security Strategy of the United States of Acag(September 2002). Accessible at:
http://www.whitehouse.gov/nsc/nss.pdf on January 15, 2005.

2 National Strategy to Combat Weapons of Mass Destru@@ecember 2002). Accessible at:
http://www.state.gov/documents/organization/16092.pdf on dgriida 2006.

3 See Victor A. Utgoff, “Nuclear Weapons and the Detece of Biological and Chemical Weapons,”
Henry L. Stimson Center Occasional Paper 36 (October 1997). Accessed at:
http://www.stimson.org/wmd/pdf/utgoff.pdf on March 11, 2007.
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Despite this assumption, the correct and rapid attabudf biological weapons
use remains very challenging. The ability to quickly and ately link a biological
outbreak to a particular biological agent and a speoérpetrator is essential if U.S.
deterrence policies are to be effective.

Biological weapons attribution is an extremely compieoblem. Biological
agents are unique weapons, whose peculiarities make theificaintly more difficult to
attribute than any other WMD. Unless these challerg#set successful attribution of a
BW attack are properly understood, U.S. defense polidiesamain inadequate and
ineffective—both at home and abroad. This thesis angherguestion of why BW
attribution is so difficult to achieve. Three reasosscawhy BW attribution is so difficult
are presented—the nature of biological weapons, the unigtietiens the international
environment places on efforts of BW attribution, anddiestraints domestic political
environments can impose if a BW attack occurs. This thiessprovides a basic
epistemological framework for analysis on succe®3Wlattribution, detailing the
nature, methods, and limits of current BW attributiopadalities.

Despite increased awareness of the threat of biolog&apons to U.S. national
security and the problem they pose for identifying perpes®tehe United States
remains significantly under-prepared for truly defeatingbibégical weapons threat
because it has not adequately addressed the problemlnftaitri The United States
may be making advances on identifying, responding to, artdinorg a BW outbreak,
but it lacks the ability to identify and penalize the peaigiets of a BW attack. The
unique nature of biological weapons makes the timely ifigation, characterization,
and attribution of an attack critical, if policies oteeence are ever to be effective both
domestically and internationally. Without understandirggdbmplexities of BW
attribution, the perpetrator of any future BW attack widist likely remain
unidentified—making stated U.S. and international bio-secpdticies ineffective and
leaving future BW aggressors undeterred.

4 “Bjodefense for the ZiCentury,” The White House, April 28, 2004. Accessed at:
https://www.whitehouse.gov/homeland/20040430.html on January 15, 2006
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B. CHALLENGES OF BIOLOGICAL WEAPONS ATTRIBUTION

This chapter introduces the three major challengeseagubcessful attribution of
a biological weapons attack: the nature of the weagwmmdelves, and the constraints
created by domestic and international politics. This ardpst describes the challenges
of biological weapons attribution, and why biological meas—unlike nuclear and
chemical weapons—are unique and much more difficult WMD feadl@nd deter. Next
it briefly details the specific deterrence conundrurbiofogical weapons—the problem
of attribution—and how this conundrum affects U.S. biedse policies. It then presents
the controversy surrounding U.S. biodefense and howahisaversy affects U.S.

biodefense policies, including that of preemption.

1. The Unique Nature of Biological Weapons: Lack of Signatures

One of the biggest causes of concern regarding the cgakbase of biological
weapons is the fact that the goals of biological ara#-to cause death and disease
among enemy troops, civilians, plants, or animals—cankEEsymptomatic of a natural
epidemic or disease outbreak. Because BW attacks cohBist organisms, toxins,
viruses, and bacteria that are endemic and naturally aogumrsome populations, there
may be substantial potential for ambiguity about theirerigleliberate or natural—of
any particular outbreakAs stated in the White House’s “Biodefense for thé& 21
Century,”

Biological weapons attacks could cause catastrophic [dray. could

inflict widespread injury and result in massive casuaidti@s economic

disruption. Bioterror attacks could mimic naturally ocaugrdisease,

potentially delaying recognition of an attack and creatirgettainty

about whether one had even occurred. An attacker mayéhese that
he could escape identification and capture or retalifition

S Mark L Wheelis, “Investigation of Suspicious OutbreakBisease,” in Raymond Zilinskas,
Biological Warfare: Modern Offense and Defefisendon: Lynne Rienner Publishers, 2000).

6 “Biodefense for the ZiCentury,” The White House, April 28, 2004. Accessed at:
https://www.whitehouse.gov/homeland/20040430.html on January 15, 2006

3



Thus, unlike chemical and/or nuclear weapons, which hav@aoents not
normally present in natural environments and that do pesestifiable signatures—
alerting the world not only to their use, but also torttwest likely perpetrator—biological
weapons lack visibly identifiable signatureshe agents often produce identifiable
affects, but it is often unclear if the outbreak wassed by a deliberate of natural
outbreak. Because BW weapons use live organisms thatmoubiaie within a host
before the effects can be seen or known, it is@gtrlausible that a state or non-state
actor could release a BW weapon and the world would rest lkevow a WMD had been
released for days or even weeks. For example, abeviliscussed below, an anthrax
outbreak can be both naturally occurring, as well age¢bult of a deliberate attack.
However, because the anthrax organism takes a few aaysubate within a host and
the onset of recognizable symptoms usually does not occtwddp three days after
infection, a lot of valuable evidence of a deliberatackttan be lost simply because a
person could have been exposed and infected with anthramalyutot even know they
were infected until after a week or two of the initigbesure.

2. The Problem of Biological Weapons Attribution: A Typology

Attribution can be defined as the ability to link an etk to a particular
biological cause or source at a particular place and, tas well as linking the outbreak to
the work of a specified human perpetrator. In short, tbblem of attribution has three
parts: identification of a biological outbreak, charaztgion of that outbreak as non-
natural and deliberate, and identification of the perpmtrat the case of biological
weapons, before an attack can even be attributed, gatss first must examine a scene
and identify and characterize an outbreak before a patpetran be identified.

a. Identify the Cause of a Biological Event

Different weapons often possess distinct, identifisideatures that
indicate their use. Nuclear weapons have the well-kregumature of the mushroom

cloud. Chemical weapons also sometimes charactelligtitsplay a signature cloud

7 BW agents do lack visibly identifiable signature, buwvdkbe discussed in Chapter Il, BW agents
can possess signatures at a molecular level.

4



when released, and potential victims can often see ctafuzteemicals looming toward
them before they are exposed to deadly gases. Biologgzgans, however, almost
entirely lack identifiable signatures. Crowds of peoplelmaexposed to an onslaught of
a weaponized biological agent, and not see, hear, tasimetirany change in their

environmeng Biological weapons truly are silent killers.

Because of the lack of signatures associated with aatk,
investigators must first examine a particular diseasereak and be able to identify
whether the outbreak is a natural or unnatural epiderhis. first step sounds simple
enough, but can be incredibly difficult to ascertain.

Biological weapons can be used in a myriad of ways, inmguthe use of
BW on crops, livestock, small groups of people, and eveargetied individuals as a
form of assassination attempt. Perpetrators can dedskihough to release just the right
amount of disease agent in order to emulate a diselseak+—so as to go unnoticed
and unattributed—and have the disease outbreak be catshas natural. Therefore,
before the use of BW can be properly attributed, one fimsisbe able to identity that a
particular disease outbreak was, in fact, the re$altdeliberate attack and not simply a

natural outbreak of disease.

b. Characterize the Nature of the Biological Event: Deliberate
Not

After a particular disease outbreak is concretelglibunnatural, and the
result of biological weapons use, investigators must ieeable to characterize the event
as deliberate or not. Was it an accidental releas&\6f Bhere are many questions that
need to be answered in order for a BW attack to be clearsed, and large amounts of
evidence are needed to concretely answer all of thesactbiazation questions.

8 See Marilyn W. Thompsoffhe Killer Strain(New York: HarperCollins Publishers Inc., 2003), p.
44, for more information on the findings of Project Véhitoat, a series of tests between 1954 and 1973 by
the U.S. military using human volunteers to analyze howebatogical agents move through the human
body. The volunteers were conscientious objectorsagneed to be infected with debilitating pathogens.
In return, they were exempted from frontline warfarenilaf the volunteers in Project White Coat
reported that they could not hear, taste, or smell hagge in their environments while they were being
exposed to various biological weapons agents. The WhitevOloaiteers were not infected with the most
lethal microbes; their role was to test the effemtess of new vaccines and antibiotics and as soteas t
became ill, they were given medical treatment.

5



However, this step in the typology is critical—beftine perpetrator of a BW attack can
be identified, the attack must first be categorized as uradgand then the outbreak must
be characterized as criminal and deliberate so conevetence can be collected.

C. Attribute the Outbreak to a Perpetrator

Lastly, there is the process of attribution. Onceuatibreak has been
identified as unnatural and characterization evidence hascbdected and analyzed, the
formal attribution of a BW attack can be advanced,iaftdmal hypotheses about the
perpetrators discarded. The attribution process, howewveot inecessarily a linear
progression—these sequences will most likely overlageitain situations, and evidence
and events may unfold more like a jigsaw puzzle beforevbeall picture is revealed.
Even if one follows the attribution typology, howevigrgoes not guarantee the
successful attribution of a BW attack. Like in crimihamicide cases, sometimes—
despite the evidence—the guilty party remains at large.

3. The Deterrence Conundrum

While the U.S. government has advanced new measuressHisit in
“confronting the biological weapons threat,” including #stablishment of BioWatch
programs that detect biological weapons attacks, inag#se Strategic National
Stockpile of medicines for treating victims of bioteradtacks, and increasing funding
for bioterrorism research, the United States remaidsmiprepared in for BW
attribution? Even if new technology could alert the U.S. governméthin twenty-four
hours that a BW agent has been released so that goverofirgials may be able to
control the spread of the disease and treat victimseodttack, the mechanisms and
efforts to determine exactlyho it was that launched the attack remain largely

underdeveloped and ignoré&dl.

9 Biodefense for the 21Century,” The White House, April 28, 2004. Accessed at:
https://www.whitehouse.gov/homeland/20040430.html on January 15, 2006

10 see Margaret E. Kosal, “The Basics of Biological ahér@ical Weapons Detector&enter for
Nonproliferation StudigResearch Story of the Week 23 November 2003, for fuirtfemmation on the
limitations of biological agent detectors. Accessedhtipr://cns.miis.edu/pubs/week/031124.htm on March
12, 2006.
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If “deterrence is the historical cornerstone of UW&ense 1 the current policies
of U.S. biodefense measures must credibly convince potentiahals to not engage in
criminal activities for fear that they will be appreheth@md punished. In order for a BW
user to fear punishment, norms, laws, and enforcementbauwssigned and
implemented to enable governments to attribute attagisrfmetrators and to
communicate that capacity to would-be attackers. Thewrunorms, laws, and BW
enforcement policies are significantly lacking in theility to identify and attribute BW
outbreaks and—to date—have failed to apprehend and punish BWorgolghus, BW
deterrence is falling short of its policy objectives.

Though the unique characteristics of biological weapons @dkbuting who
used or released them extremely difficult to determitiabation is possible. By
understanding the unique epidemiology of biological weapongsgsrupled with the
advancement of microbial forensics and more sound irtiena and domestic policies
that allow for more effective BW outbreak investigas, BW attribution—and not just
detection—can be successful. With a firm understandirigeo€hallenges of BW
attribution, the United States will be in better positto reliably attribute the source of a

BW attack, and respond as specified in its national sg@nd defense strategies.

4, The Transnational Threat

If the focus of contemporary U.S. biodefense measurgsrcaround a mission of
not only the overall security for the American peagtel U.S. allies, but also deterrence
of the future use of BW, the United States governmenitaradlies must recognize and
address the perplexing problem of Btttribution—both at home and abroad.

In order for any U.S. biodefense measures to succesdeitlly any future BW
user, both the U.S. government, as well as other ratimvernments that are members
of anti-BW proliferation regimes, must be able antling to cooperate to determine and
deterwhoit was that released a BW agent, not wisatagent was released. BW
Proliferation regimes like the BTWC and the Austr&igoup have long asserted that—

due to the trans-boundary threat of biological diseasks-ternational community

11 «Biodefense for the ZiCentury,” The White House, April 28, 2004. Accessed at:
https://www.whitehouse.gov/homeland/20040430.html on January 15, 2006
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must work together and cooperate with BW detection and igegisin if attribution is
ever to be achieve¥.Biological weapons policy objectives must begin witteddon
and response, but have an end-game plan of apprehenslerparhaps most
importantly—prosecution, if laws prohibiting the use of BW aver to be taken
seriously and BW proliferation is ever hoped to be cdlettar destroyed.

The BW threat is transnational. It is not just sttors that potentially could use
BW on U.S. populations, troops, and allies; the thrisat @mes from non-state actors.
The fear that Saddam Hussein or Kim Jung Il would evaimland use biological
weapons on U.S. citizens and troops abroad has causedf @dditical and tactical
consternation for defense planners. The threat ohastate actor, like an Al Qaeda
agent, obtaining and using BW on U.S. citizens within theddr8tates causes an equal
amount of consternation and fear for defense plannerse 8ie BW threat is
transnational, the solution to countering the BW thneast also be transnational. As was
outlined in the U.S. National Security Strategy,

While our focus is protecting America, we know that to aeferrorism in

today’s globalized world we need support from our allies faiends.

Wherever possible, the United States will rely on negli@rganizations

and state powers to meet their obligations to figlmotesm. Where

governments find the fight against terrorism beyond ttagacities, we

will match their willpower and their resources with waer help we and
our allies can provid&3

In 1972, the international community joined together tateréhe Biological and
Toxin Weapons Convention (BTWC), seeking the total disanemt and prohibition of
biological weapons around the woliThe current members of the BTWC and other
states and parties hoping to stop the proliferation atole use of BW must realize that
the biological weapons threat, and subsequent deterrencegoinust be thought of

cyclically. If state or non-state actors know thregyt can acquire and use BW without

12 see The Australia Group Objectives, at: http://wwwraliagroup.net/en/agobj.htm.

13 National Security Strategy of the United States of Acag(September 2002). Accessed at:
http://www.whitehouse.gov/nsc/nss.pdf on January 12, 2005.

14 For a list of current state parties to the BTWCOyeh as those states who have yet to ratify the
Convention, see: http://www.opbw.org/.

8



fear of identification or reprisal, they—and other—sdatdll continue to proliferate,
acquire, and use BW; no actor will be deterred from subbber because there is no
fear of reprisal

Alternatively, if expedient and accurate investigatiod attribution of the release
of a BW agent were possible, an actor would fear rd@igh prosecution for his
actions—and would also fear proliferating, acquiring, orgi8iV in the future.
Deterrence would be improved, and the BW threat cyclédvoe slowed, disrupted, or
broken completely

Therefore, in order for the threat of BW use to belgdednd/or eventually
defeated, the attribution problem is critical. Withowt tear of punishment, made
possible by attribution, future BW users will remain undetk

C. METHODOLOGY, ROADMAP, AND SOURCES
1. Methodology

This thesis analyzes a specific problem of arms centifzd successful attribution
of a suspected intentional disease outbreak, as welpasbel examination of two
cases: the 1979 Sverdlovsk anthrax outbreak, and the 200 1xaattiacks in the United
States (the Amerithrax case).These parallel exarmimaare designed to highlight the
numerous technical, forensic, political, and psycholigitomplexities of biological
weapons attribution, and also focus attention on thenpatareas for improving BW
attribution.

In addition to analyzing, in detail, the three main idipeents to successful BW
attribution, this thesis explains how these impedimeraterialized in the 1979
Sverdlovsk anthrax outbreak and the 2001 Amerithrax anthutbreak.

2. Sources

In addition to reviewing primary and secondary literahgaources, this thesis
incorporates data from current public health monitoring wessttongressional records,
UN Security Council Resolutions, draft protocols, textsjggnment speeches, as well as
declassified intelligence documents. Additionally, a ma@ntribution to this thesis was

person interviews scholars in the field, as well &b wources within the FBI that would
9



like to remain anonymous. And lastly, some of the imition for this thesis came from
discussions with scholars and government officials attannational conference entitled,
“Identification, Characterization, and Attribution oiobgical Weapons Use,” organized
by the Center for Contemporary Conflict, U.S. Navaltg@sluate School, in
collaboration with King's College London Centre fore€dce and Security Studies and
the Economic and Social Research Council (UK), antd spport from the Advanced

Systems and Concepts Office, U.S. Defense Threat Redukgencyl>

3. Overall Thesis Roadmap
a. Chapter lI

Following this introduction chapter, Chapter Il descrilbesrtature of
biological weapons, the first of three major reasshg the attribution of a biological
weapons attack is so difficult. Understanding the natiB36 agents is key to the first
and second steps in the attribution typology—identiftcatind characterization.
Examining the complex nature of biological weapons ag&thapter Il delves deeply
into the specifics of disease ecology and the impoetahcinderstanding the
epidemiology of a suspected agent in order to succesatfttigute a disease outbreak.
Epidemiology is the branch of medicine and scientémearch that deals with the
detection of the source and cause of infectious disadabesaks. The epidemiology of a
biological warfare agent is extremely complex, and etstage for the entire
subsequent investigation of the outbreak. It is oftergantss epidemiological factors
that provide the first clues of criminal intent during aedse outbreak, and distinguish a
BW attack from a natural disease outbr&@ahapter Il introduces four main categories
of epidemiology that serve as identifying biological gatées that are critical to any
outbreak investigation—agent pathogenicity, infectivity, iratidn period, and

15 see Dr. Anne Clunan, Dr. Peter R. Lavoy, and Ms. EliraBone Bahr, “Identification,
Characterization, and Attribution of Biological Weapong U€enter for Contemporary Conflict
Conference RepofDecember 2006). Accessed at:
http://www.ccc.nps.navy.mil/events/recent/bwconfesfc06_rpt.asp on March 22, 2007.

16 Jay C. Butler, Mitchell L. Cohen, Cindy R. Friedman, Rob& Scripp, and Craig G. Watz,
“Collaboration Between Public Health and Law Enforeat New Paradigms and Partnerships for
Bioterrorism Planning and ResponsErherging Infectious Diseas8sno. 10 (October 2002). Found at:
http://www.cdc.gov/ncidod/EID/vol8n010/02-0400.htm, accessed Fabtu&006.
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virulence—and develop them with regardotcillus anthracisor anthrax, the agent
released in the USSR in 1979 and the United States in 2001.

b. Chapter IlI

The four epidemiology categories introduced in Chapteustrbe
thoroughly understood and analyzed during outbreak investigat@mthat all available
clues as to what caused the disease outbreak can besfulbcesscerned, and the
perpetrator of the attack can be properly attributed. Apglthese to anthrax, Chapter Il
brings in examples from the cases of Sverdlovsk and ¥mex to highlight how the
nature of the biological weapons agent—anthrax—affe@¥srestigation and
attribution.

C. Chapter IV

Chapter IV introduces another major hurdle to the sutidest$ribution of
a BW attack: the restrictions and complications iragomal political environments place
on the successful attribution of a BW attack. Theadbcation of a disease outbreak
significantly influences the subsequent investigation oefhidemic. Contemporary
international relations, norms, laws, and diplomaktylay a major part in either the
successful attribution, or the complete sabotage of\astigation. However, knowledge
of international laws and norms is not the same tagygompliance with international
laws and norms. This chapter highlights the significangetefnational relations for
attributing a BW disease outbreak, particularly in ligh&n ever-increasingly
transnational BW threat. International cooperat®assential for compliance with BW

outbreak detection, investigation, and attribution esfort

d. Chapter V

Chapter V introduces another major challenge to the suatess
investigation and attribution of a BW attack by discussiegnditure of the domestic
political environment at the time of an alleged outbréakuccessful investigation of a
disease outbreak is completely dependent on the coopesétimmerous national actors,
including the victims of the epidemic, the public healthcgdfs in the locality of the

11



outbreak, the team doing the disease investigations, tlegrgoent agencies initiating

the investigation, and the local authorities where theadie outbreak took place. Chapter
V highlights the complexities of domestic political enwvingents on the successful
attribution of BW use. Chapter V compares the generatcaints imposed by domestic
politics with the specific analysis of the domestiditmal environments during both the
1979 Sverdlovsk anthrax outbreak in the Soviet Union, #isag¢he hurdles of the
strained, post-9/11 domestic political environment in theddrbtates during the 2001
Amerithrax outbreak. This comparison furthers our undedstg of how domestic
environments where a government is the responsible “peimétdifer from those

where the perpetrator was a non-state actor, andftloeilties of attribution under both

sets of circumstances.

e. Chapter VI

Chapter VI, the conclusion, begins by reviewing the rigkaibng to
identify the source of an unnatural disease outbrealkginb by briefly summarizing the
three preceding chapters’ conclusions on the problem o&Bhkbution, and will use this
analysis to support the argument that successful BWrdate is predicated on
successful BW attribution. This analysis also suppbastgument that the problem of
attribution requires solutions to overcome the obstamiehe unique nature of biological
weapons, as well as the complexities of the intreeguwental and international
cooperation needed to coordinate attribution efforts.

The chapter concludes by showing how the combinationadnstanding
both the integral steps of the attribution typologyva$l as understanding a suspected
agent’s epidemiology and the nature of the domesticraadchational political
environment at the scene of the outbreak, can ultisnégadl to the success or the total
failure of the ultimate attribution of the illegal uskbiological weapons. The three main
policy recommendations that can be taken away frontlbss are also presented: (1)
BW attribution is not just a technical problem; policy-makeust continue to advance
the capabilities of forensic epidemiology and microligla2) The United States cannot
solve the BW attribution problem if it acts in isolatidisease—naturally occurring or

12



deliberately released—is a transnational problem. (3)&3binally, U.S. policy makers
must push for new laws and standard operating procedures anv@¥tigation,
evidence collection, and sample testing in the eveatdaimestic BW attack, and a
ubiquitous, Congressionally-approved standard or proof foaiimg a BW investigation
must be established to ensure not only the attributiorBdVattack, but also the
prosecution of those responsible for the attack, andéberrence of any future attacks.
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[I.  UNDERSTANDING THE NATURE OF THE AGENT: THE
IMPORTANCE OF EPIDEMIOLOGY FOR DISEASE
INVESTIGATION AND ATTRIBUTION

A. INTRODUCTION

This chapter explains the vital importance of epidemiglethe branch of
medicine that studies the causes, distribution, and darftdisease in populations—on
the investigation and attribution of an outbreak of disemused by the release of a
biological weapons agent. Infectious diseases can bsif@a according to their
epidemiologic, clinical, and/or microbiologic featurasd detailed knowledge of these
characteristics are critical for the expeditious tdEation, investigation, and attribution
of a BW agent. It is often an agent’s microbiologictéas that provide the first clues of
criminal intent during a disease outbréakVithout an understanding of an agent’s
epidemiology, multiple lives and critical forensic evidertan be lost simply trying to
identify a suspected infectious disease.

Chapter Il is both technical and analytical. The chapgins by describing the
unique problem of biological weapons and the role infectitsesade epidemiology plays
in the attribution of the use of biological weaponse Thapter then identifies the
characteristics of pathogenicity, infectivity, incubatjperiod, and virulence to highlight
the vital importance of understanding disease epidegyolbhese three categories of
indicators are unique to every organism, and each catdgoujdsbe rigorously assessed
and analyzed if one is to, at any point, successfullipate a biological weapons attack.

Next, Chapter Il describes the patho@acillus anthracis-.eommonly known as
anthrax—as a case study agent to assess the unique ehstiastof the pathogenicity,
infectivity, incubation period, and virulence of a BW agéfmthrax was chosen as a case
study agent because fears of it being used as a biolegieplon began more than eighty

17 Jay C. Butler, et al. “Collaboration Between Publeakh and Law Enforcement: New Paradigms
and Partnerships for Bioterrorism Planning and Respokseegtging Infectious Diseas8sno. 10
(October 2002), http://mww.cdc.gov/ncidod/EID/vol8n010/02-0400.#tacessed on December 18, 2005.
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years agd8 Also, in 1999, the Centers for Disease Control andetéan (CDC) created
A, B, and C lists of biological agents that terrorstsild use to harm civilians. An expert
panel of doctors and scientists classified anthrax@ategory A bioterror agent. The
CDC bioterror lists represent the biological agentspbat the greatest threats to
national security due to their ease of transmissiofn tate of death or serious illness,
potential for causing public panic, and special public healttsanea an epidemic would
requirel® Thus, the threat of a biological weapons attack involaimgprax has been
more studied and more feared than many other disease.afydditgonally, biologically
engineered anthrax was the source of both the 1979 Svskdiatbreak, as well as the
anthrax outbreaks in the United States in the weeks Séptember 11

Chapter Il then uses the findings of the biological agesiuation—
understanding the technical significance of agent pathogenidiéctivity and
incubation period, and virulence—and applies the same eialuatanalyze the specific
epidemiological complications of the 1979 Sverdlovsk mentloutbreak and the 2001
American anthrax outbreak. By juxtaposing generic, techipidemiologic analysis
with these two case studies, this chapter concludes byrn&aff that one of the biggest
keys to the attribution of the use of biological weapersmple infectious disease
epidemiology; without a strong understanding of an orgasigmidemiologic make-up,
the successful attribution of the criminal use of apamized organism, as well as hopes
of saving any victims of a BW attack, is incredibly jeopardize

B. THE UNIQUE PROBLEMS OF BW ATTRIBUTION

Organisms and the diseases they are capable of unleashexgrareely
complicated entities. The investigation and attributbthe suspected release of a
weaponized disease-causing organism are equally as congplithteuse or alleged use
of any WMD would immediately involve government officiailsyestigators, and
forensic experts to attempt to identify the perpetrattin® attack. The unique thing

18G.w. Christopher, “Biological Warfare: A HistoricBerspective,Journal of the American
Medical Associatior278, no. 5 (August 6, 1997): 412-417.

19 National Institute of Allergy and Infectious Disea%nthrax,” National Institute of Health, U.S.
Department of Health and Human Services, December 20@&ssed at:
http://www.niaid.nih.gov/factsheets/anthrax.htm on Febr6ag006.
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about biological weapons, however—unlike nuclear or cb@imieapons—is the fact

that BW agents aralive and some can be found naturally around the world at any given
moment. Because disease epidemics and pandemics oatatlparound the globe
every day, the attribution of a biological weaponscétia first and foremost dependent
on the successful identification of the organism that wsed in the attack. As stated
above, it is often an agent’s microbiologic facttat tprovide the first clues of criminal
intent during a disease outbre@kVithout a thorough understanding of how a particular
organism acts naturally in its endemic environment, an Hoinlagical weapons attack
could occur, and public health officials could miss allthees that would indicate the
outbreak of disease was in faxit a natural epidemic, but instead the result of a
biological weapons agent.

C. BIOLOGICAL THUMB PRINTS: FOUR KEY FACTORS IN AGE NT
EPIDEMIOLOGY

Every single organism possesses unique biological chastictethat can serve
as an identifying thumb print. The four epidemiologicaegaries of pathogenicity,
infectivity, incubation period, and virulence always neebtéd assessed when
investigating the suspected release of a BW agent in ardentrol the spread of the
outbreak, properly diagnose and treat victims of thereai) and to investigate the agent
thoroughly enough to collect evidence for the eventuabation of the attack. (See
Table 1).

20 Butler, “Collaboration Between Public Health and LEmforcement: New Paradigms and
Partnerships for Bioterrorism Planning and Response.”
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Table 1. Epidemiological Categories Important to the Attribution of a BW attack.

Pathogenicity Ability of a microbial agent tg
induce disease.

Infectivity Minimum number of infectious
particles required to establish an
infection.

Incubation Time between exposure to an

Period infectious agent and the onset |of
symptoms or signs of infection.

Virulence Measured by the case fatality rate
or as the proportion of clinical
cases that develop severe disease.

1. Pathogenicity

A pathogen is an organism capable of causing diseasmdeat are infectious
agents that cause disease and include viruses, bactegia pitiiozoa and higher
parasites. Pathogenicity refers to the ability of arofiial agent to induce diseaske.
Understanding an agent’s pathogenicity helps physicians suciarhs better understand
how an agent makes a victim ill. Pathogenicity helps antveequestion of exactlyow
an agent invades a host and takes over a victim’'s imnystens.

When it comes to agents used as biological weaponpathegenicity of an
agent becomes a critical piece of the ultimatelattion of the attack. For some agents—
such as anthrax—a certain strain can invade a hostna tinan one way. Public health
officials, emergency responders, and clinicians mua hahorough understanding of
disease pathogenicity as an epidemiologic identifieth@mactual cause of disease can be
misdiagnosed or missed altogether. The eventual attnibaf the agent and source of a
BW attack largely depends on properly identifying an aggatteogenicity, for it is the
pathogenicty of an agent that gives the biggest cluegtsailrce of infection—whether
the source of the infection was from something a persgested or something a person
breathed in from the air, etc. The pathogenecity givesstigators a better idea of the
type of “crime scene” they should be focusing on for psegmf attribution.

21 Kenrad E, Nelson, Carolyn Masters Williams, Neil Mraham Infectious Disease Epidemiology:
Theory and PracticéAspen Publishers, Inc., 2001), 27.
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2. Infectivity

When faced with the daunting task of identifying a suspededtan a disease
outbreak or epidemic, another critical thing epidemioksgreed to firmly identify is an
agent’s infectivity. Infectivity is the ability of an agen cause infection in a susceptible
host22 The basic measure of infectivity is the minimum nundfeinfectious particles
required to establish an infecti8dln communicable diseases that spread from person to
person—such as Ebola or Marburg—the proportion of suscepidileduals who
develop infection after exposure (called the second&aglatate) is a measure of the
infectivity of an organism.

Infectivity is a good indicator that a particular outbresalennatural and the result
of the use of BW weapon, versus a natural, endemiceakblf a particular agent
outbreak usually causes ten to fifty people or animalgtorne sick, but a specific
outbreak has infected 200 to 400 people, this level of infecis/a red flag that the
outbreak was not natural. By identifying the minimum atifety of an agent, public
health officials and government planners can gain abgtasp on precisely how many
people are potentially infected, and ultimately how mangmgthe biological agent
could claim. It is agent infectivity that makes biologieadapons potentially more
destructive than any other weapon of mass destruction.

3. Virulence

Virulence is defined as the severity of the diseats affection occurd4 Some
fields use the terms virulence and pathogenicity intercleotgebut for purposes of
understanding disease in the context of biological wespbis useful and important to
consider these two terms to be separate propertiesiofesctious agent. Virulence is
most often measured by the case fatality rate or gartiportion of clinical cases that

develop severe disease.

22 Kenrad E, Nelson, Carolyn Masters Williams, Neil Mraham Infectious Disease Epidemiology:
Theory and PracticéAspen Publishers, Inc., 2001), 27.

23 |pid.
24 |pid.
25 |pid.
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Some diseases can be pathogenic and cause diseasepnotiote various
symptoms, but other diseases are both pathogedigirulent. An example would be
smallpox and rhinovirusés—both are pathogenic, but smallpox infections are much
more virulent2” This distinction is important for purposes of studying liadal weapons
agents because both a weaponized and a naturally occagengcan have the same
pathogencity, but the agent can have an extremely lethia virulence in its
weaponized form. Anthrax, for example, can infect @sthn the same manners in both
its natural and weaponized form—either cutaneously throwgklin, gastrointestinally
through the stomach by being eaten with rotten food, or pmdnig when breathed in
through the lungs. However, the virulence of weaponiszdus naturally occurring
anthrax once it has achieved its pathogenesis can heveaally different results;
weaponized anthrax is much more virulent. The viruleriGedisease is some times
dependent on the pathogenicity of the disease; how iayartagent invades a host can
determine the relative virulence of the particular agettat specific circumstance—this
will be further elucidated in the example of anthraxtsikeince levels, discussed below.
In fact, it is often a disease outbreaks heightenesl & virulence that provides
investigators with the first clue that an un-natural, pea€BWW outbreak of disease has
occurred. This is why it is important that pathogeneaitg virulence be examined as
separate epidemiological thumb prints needed for suct@&afattribution.

4. Incubation Period

The incubation period of an infectious disease isithe between exposure to an
infectious agent and the onset of symptoms or sign¥edtion28 Once a suspected BW
agent and its pathogenesis (how it has infected its isosigntified, it is often the
incubation period that provides the most solid forensidenade that ultimately leads to a

successful attribution of an outbreak or potentiakc&ttdhe incubation period for

26 Rhinoviruses are the most common viral infective sgenhumans. The most well-known disease
caused by rhinoviruses is the common cold. There arel@@evirus types that cause cold symptoms, and
rhinoviruses are responsible for approximately 50 perceait ohses.

27 Nelson,Infectious Disease Epidemiology: Theory and Practie
28 Nelson,Infectious Disease Epidemiology: Theory and Practte
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infectious diseases always show some variation, wdtchrs for a variety of reasons,
including: the dose or inoculum of the infectious agem rtlute of inoculation, and the
rate of replication of the organistAHowever, despite this variance, if one can
successfully track the emergence of a disease bas&xisuspected incubation period,
one can usually find that a plot of the incubation perawgersons exposed at the same
time follows a normal log distribution, and times atacps of infection for each casualty
can usually be reliably deduced. This information can somestprovide solid evidence
to an exact location and time—the when and where—atfetlease of a biological
weapon agent, and potentially bring an investigation oné giap closer to the

successful attribution, and understanding of who was ns#pe.

D. TECHNICAL BIOLOGICAL THUMB PRINTS AND BACILLUS
ANTHRACIS

Bacillus Anthracigderives from the Greek word for coahthrakis because the

disease causes black, coal-like skin lesions (See It)&§e

Image 1. Two examples of necrotic skin lesions caused by a cutane@mhrax
infection.31

29 Nelson,Infectious Disease Epidemiology: Theory and Practide

30 Thomas V. Inglesby, “Anthrax as a Biological Weapons: kdind Public Health Management,”
Journal of the American Medical Associati@AMA) 281, no. 18 (May 12, 1999), 1737.

31 pictures from American College of Physicians: Inteedicine, Bioterrorism. Accessed at
www.acponline.org/bioterro/anthrax/cut_anth.htm, on Ma@h2007.
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The major sources of natural human anthrax infecemashrough direct or
indirect contact with infected animals, or occupatioxglbsure to infected contaminated
animal product82Anthrax spores, which are aerobic and gram-positive, gatmiwhen
they enter an environment rich in amino acids, nuaisssiand glucose—such as that
found in the blood or tissue of an animal or human Ré#nthrax can be found
globally, and is endemic and more common in developingtces or countries without
veterinary public health programs. Certain regions eftbrld (South and Central
America, Southern and Eastern Europe, Asia, AfricaQéribbean, and the Middle East)
report more anthrax in animals than oth#rAlso, anthrax is not a communicable
disease, meaning that it cannot be spread from persmrgon.

Before delving into the identifying signatures of anthraig worthy to note that
it is possible to classify organisms based on the ttezgifying characteristics of
infectivity, pathogenicity, and virulence, and very fewedises in the world can be
classified as ranking high in any single category; artlwrane of the diseases that ranks
high in all three categories. This fact makes anthneery attractive biological weapon.
(See Table 2).

Table 2. Classification of Disease Ranking3®

SEVERITY INFECTIVITY PATHOGENICITY VIRULENCE
HIGH Smallpox, measles, Smallpox, rabies| Rabies, smallpox,
chicken pox, anthrax| measles, anthrax,tuberculosis,
chicken pox, common leprosy, anthrax
cold
INTERMEDIATE | Rubella, mumps, Rubella, mumps Poliomyelitis,
common cold measles
LOW Tuberculosis Tuberculosis, Measles, chicken
Poliomyelitis pox
VERY LOW Leprosy Leprosy Rubella, common
cold

32 pCB TurnbullGuidelines for the Surveillance and Control of Anthrax in HumansAanihals, %
Edition (World Health Organization: Emerging and Other Commualnie Diseases, Surveillance and
Control), 10.

33 Ingleshy, “Anthrax as a Biological Weapons: Medical andiPidealth Management,” 1737.

34 Center for Disease Control and Prevention, “Anthr®iyision of Bacterial and Mycotic Diseases
Found at: http://www.cdc.gov/ncidod/dbmd/diseaseinfo/anthraimg¥What%20is%20anthrax. Accessed
on February 5, 2006.

35 Nelson,Infectious Disease Epidemiology: Theory and Practie
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1. Anthrax Pathogenicity

The pathogenicity of anthrax helps explain why this palgicbacterium, as a
biological weapon, is potentially so disastrous, wheredurally occurring anthrax is
now easily preventable and controllable.

Remembering that pathogenicity helps exploowan organism causes disease—
or literally how the bacteria enters the body oflibet—it is extremely important to
realize that there are three different ways in whiehanthrax bacteria can invade a host.
A person or anim&# can develop gastrointestinal anthrax, cutaneous antbrax,

pulmonaryal anthrax.

a. Gastrointestinal Anthrax Pathogenicity

A case of gastrointestinal anthrax occurs when a pergsnsumes meat or
an animal consumes feed meal that is infected with tttefi@ This form of anthrax is
most commonly found in poorer locations around the wiidd have inadequate cattle
breeding practices and lack of resources, where farmerstd@ccinate their animals to

avoid extra costs, and where unregulated black marketsalestare common.

A recent outbreak of anthrax in southern Kyrgyzstahlights the risks
and distinct pathogenicity of gastrointestinal anthraxO¢tober 2005, the former Soviet
Republic in Central Asia reported over two dozen casgsstrointestinal anthrax,
forcing doctors to implement a strict quarantine and pulfficials to close down cattle
markets to prevent the spread of the diséase Kyrgyzstan, poor farmers and butchers
commonly graze and slaughter hundreds of animals, yeairyafr, in the same fields
and slaughter houses. Experts cite places where antifieaiedd animals were
slaughtered and/or buried in the past as the major cAvseemt, natural anthrax
outbreaks. The danger lies in the blood that spills tfeeranimal and drains into the soill,

36 Anthrax is usually an endemic epizootic disease, meandagp iaffect a large number of animals at
the same time within a particular region or geographia.are

37 Central Asia, “KYRGYZSTAN: Anthrax on the rise in sotitbinited Nations Integrated Regional
Information Network (IRIN), October 26, 2005. Accessed at
http://www.irinnews.org/report.asp?ReportiD=49765&SelectRegi@m&SelectCountry=KYRGYZSTA
N on January 15, 2006.
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where the anthrax can then assume a protective fponé8 If an animal is infected
with anthrax and buried in the ground, other animals grazing thmse grounds can be
infected with the bacteria emanating from the bodigb@buried animals; the bacteria
thrives in the soil and grass of the animal burial grouadd,can reinfect other animals
grazing in those are&8s.

There are more than 550 such anthrax hot spots in solhegyzstan,
while only 350 of them have been detected, registered,deand covered with concrete
to prevent infection in other cattt®. The majority of these spots remain unattended, and
there are no warning signs for local people to know notdeegtheir cattle there.
Therefore, new animals graze where infected animalsuaired, causing new anthrax
outbreaks in the animal. Once those animals are slaeghigeople consume the infected
meat of the animals, and—in turn—are overcome by the gatigsis of gastrointestinal
anthrax. This vicious circle in Kyrgyzstan is comntbroughout the undeveloped world,

and accounts for a large percentage of annual gastramafesstithrax cases in humans.

b. Cutaneous Anthrax Pathogenicity

Cutaneous anthrax is said to account for 95 percent or shbrenan
cases globallf! Most endemic, naturally occurring cases of anthraxat@neous, and
are contracted by close contact of abraded skin wadymts derived from infected
herbivores, principally cattle, sheep, and gdaSuch products might include hides, hair,
wool, bone, and meal. A human or animal must have am aytecome in contact with

the bacteria in order to develop a cutaneous anthraxiotiec

38 Jeanne Guilleminnthrax: The Investigation of a Deadly Outbrg8erkeley, CA: University of
California Press), 3.

39 Anthrax’s survival in soil depends largely on temperatififgossible, soil at the site of an anthrax
carcass should be removed up to a depth of 20 cm and ateider heat treated. Where it is not feasible to
incinerate or chemically decontaminate the soibaremove it to an incinerator, the alternative isltse
off or seal the site with concrete or tarmac. Thisiade becomes heavily relevant later in this Chapter,
when the Sverdlovsk anthrax outbreak is discussed.

40 central Asia, “KYRGYZSTAN,” Ibid.
41 Turnbull, Guidelines for the Surveillance and Control of Anthrax in Humans anuadsil4.

42 Theodore J. Cieslak and Edward M. Eitzen, Jr., “Ciirémd Epidemiologic Principles of
Anthrax,” Emerging Infectious Diseas&sno. 4 (July-August, 1999). Accessed at:
http://www.cdc.gov/ncidod/EID/vol5no4/cieslak.htm on January?DB6.
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C. Pulmonary Anthrax Pathogenicity

Many experts agree that one of the biggest things priegetetrrorists
from dispensing weaponized, aerosolized anthrax onto a popuatausing widespread
cases of pulmonary anthrax infections—is the challefgieecdelivery mechanism. A
person cannot develop pulmonary anthrax unless the relspsee size is delivered in
precisely the right measurement so as to maximize iaifigcand virulence, as discussed
below. It is now known that in June 1993, the Aum Shirrikylt sprayed a liquid
suspension oB. anthracisfrom its headquarters in Kameid®ar Tokyo, Japaf® This
release of anthrax went unnoticed, and thankfullyltedun no deaths largely because

Aum Shinrikyo’s delivery mechanism was unsuccessful.

Whereas cutaneous and gastrointestinal anthrax aractiazed by very
visible and recognizable symptoms, pulmonary anthrax is muack difficult to
diagnose—not only because of its complications, butusecao few cases have ever
been reported and documented. Before the 1979 anthrax ouitbf@edrdlovsk, very
few doctors had the training or ability to diagnose a capelmonary anthrax. And even
during the 2001 Amerithrax outbreak in the United State$, avsophisticated medical
community and well-trained physicians, many of the doatdrs first had contact with
the outbreak’s first victims believed their patientseveerely suffering from flu or
fatigue. The doctors had little experience and trainimgéognizing the symptoms of

pulmonary anthrax, and some of their patients rapidgl as a resuftt
The unique pathogenesis and subsequent symptoms of the arioas
of anthrax is extremely important to understand in tleneof a BW outbreak.
2. Anthrax Infectivity

A 1993 report by the U.S. Congressional Office of Technofgsessment
estimated that between 130,000 and three million deaths fodlold the aerosolized

43 paul Keim, “Molecular Investigation of the Aum Shinmkgnthrax Release in Kameido, Japan,”
Journal of Clinical Microbiology39, no. 12 (December 2001), 4566.

44 see “Anthrax in America: Chronology and Analysis of fiad 2001 Attacks,'Center for
Counterproliferation ReseargfiNovember 2002).
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release of 100 kilograms of anthrax spores upwind of thshikigton, D.C. area—
lethality matching or exceeding that of a hydrogen bé¥#dditionally, of the many
biological weapons that may be used as weapons, the Wdskoup on Civilian
Biodefense has identified anthrax as one of the moistuseorganisms that could cause
disease and death in sufficient numbers to crippleyacitegion?® Anthrax has a very
high level of infectivity, in multiple forms, thus makjrit a very attractive organism for
use as a biological weapon.

Remembering that infectivity is the minimum numbemddctious particles
required to establish an infection, it is critical to nivtat the infectivity of anthrax
depends heavily on its pathogenicity in each circumstareelevel of infectivity is a
factor that terrorists or states intending to weapomgedésseminate anthrax spores
would have to pay particular attention in order to max@mesulting infections. One
must understand an agent’s infectivity in order to propglyip a dissemination device
with the precise amount of spores needed to cause widesj@aiddand destruction.

a. Cutaneous Anthrax Infectivity

It does not take many spores to initiate a cutanedtssaninfection, but
an open cut or abrasion must be present that anthreessgan gain access to before
anthrax can cause infection in a h&/sAlthough few spores need to be present before a
cutaneous anthrax infection takes root, this version odidease is readily recognizable,
presents limited diagnosis, is amenable to therapyamyinumber of antibiotics, and is

rarely fatak#8

b. Gastrointestinal Anthrax Infectivity

45 Office of Technology Assessment, U.S. CongrBssliferation of Weapons of Mass Destruction
(Washington D.C.: U.S. Government Printing Office, 1993)553Publication OTA-ISC-559.

46 Ingleshy, “Anthrax as a Biological Weapons: Medical andiPidealth Management,” 1735.

47 Turnbull, Guidelines for the Surveillance and Control of Anthrax in Humans anda#i12. The
exact amount of spores that represents a cutaneous rairgastinal risk remains unknown.

48 Cieslak, “Clinical and Epidemiologic Principles of Ardkr’
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There is very little information on infectious dosesthrax by the oral,
gastrointestinal route, but what is true for the skiprabably largely true for the

oropharyngeal and gastrointestinal epithelium (sege)ld8

C. Pulmonary anthrax Infectivity

Pulmonary anthrax has tremendously more ability toviglims than
cutaneous or gastrointestinal anthrax. Although aezesblnthrax spores are the rarest
form of anthrax, they are the deadliest form of emthand thus the most likely form that
weaponized anthrax would be in. A World Health Organiratéport estimated that in
the three days after the release of just fifty kiloggaof anthrax spores along a two
kilometer line upwind of a city with a population of 500,000, uf26,000 infections
would occur, eventually producing 95,000 deaths after the diseagmtes and takes
hold of its victims®0

Current biological terrorism models that estimate déisggrom the
release of aerosolized anthrax spores assume a plaase of one kilogram of spores,
concentrated at a trillion spores per gfithis figure gives an approximation as to the
precise level of infectivity of aerosolized anthrax gsoo cause maximum death and
destruction. Also, anthrax spores lend themselves weaktosolization and resist
environmental degradati®d.This fact, coupled with the scenario that it would take jus
fifty kilograms of properly disseminated and aerosolizethi@x to maximize the agent’s
infectivity levels makes pulmonary anthrax an extrgnagdractive biological weapons
option.

3. Anthrax Virulence

49 Turnbull, Guidelines for the Surveillance and Control of Anthrax in Humans anudasii2.

50 Julie Pavlin, “Epidemiology of BioterrorismEmerging Infectious Diseas&sno. 4 (July-August
1999). Accessible at: http://www.cdc.gov/ncidod/eid/vol5no4/pdfipgpdf on March 10, 2006.

51 G.F. Webb, “A Silent Bomb: The Risk of Anthrax as a Ywaaof Mass DestructionProceedings
of the National Academy of Sciences of the United States ocArh@0, no. 8 (15 April 2003), 4355.

52 Cieslak, “Clinical and Epidemiologic Principles of Ardkr’
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The U.S. Department of Defense bases its biologicghareadefense strategies
on the scientific data estimating that the Lethald)&® Percent (LD50)—the amount of
a dose administered that would kill half the test poputatifor humans with pulmonary
anthrax is 8,000 to 10,000 spokég.0 get a better sense of anthrax’s virulence, it is
important to note that it takes roughly 2,500 spores to becdewted with pulmonary
anthrax, and a lethal dose of 10,000 spores can be inhaled breattP4 For some
people, such as elderly people or those whose immurensystre already weakened by
pre-existing infections, the number of spores requirechfeciion can be much lowé?.
With pulmonary anthrax, death is universal in untreatsgs and may occur in as many
as 95 percent of treated cases if therapy is beguntimemrdorty-eight hours after the
onset of symptoma$

Anthrax was a major component of many states’ pashsiffe biological warfare
programs’ Many of these programs concentrated on developing exXyreimealent
strains of treatment-resistant anthrax in order tgimize its effect$8 Combining the
data of anthrax virulence with the estimated infectilgiyels that a terrorist could use to
maximize the number of deaths in a given population, anesee that if one kilogram of
weaponized aerosolized anthrax contains approximatelyritime spores, and only
8,000 to 10,000 spores per person are required to kill half thegbimouih a given area

53 Turnbull, Guidelines for the Surveillance and Control of Anthrax in Humans andas,i12.

54 Marilyn W. ThompsonThe Killer Strain: Anthrax and a Government Expoféew York:
HarperCaoalins, Inc., 2003), 29.

55 see discussion of victim Kathy Nguyen and the Amaitattacks, below, beginning on page 43.

56 Cieslak, “Clinical and Epidemiologic Principles of Ardlr’ However, it should be noted that the
Amerithrax case showed the administration of the prap#obiotics after exposure to anthrax did prove to
be effective, even after 48 hours passed between expasditreatment.

57 The United States, the United Kingdom, the former USRRth Africa, Iraq, and Japan are among
some states that were known to have developed weaglosizhrax in past state-led offensive biological
warfare programs.

58 See Ken AlibekBiohazard(New York: Dell Publishing, 1999), 259, where Alibek desesib
Biopreparat’s successful creation of “chimera virusesiisxcombinations—Iike the mentioned Ebola-
smallpox combo—that resist common vaccines and are muehvinolent than the lone BW agent. The
Soviet Union also developed a BW strategy for hiding geédhl genes inside some milder bacterium's
genome, so that medical treatment of a victim's irsfenptoms from one microbe would trigger a second
microbe's growth. See Mark Williams, “The Knowledgégchnology Reviegarch/April 2006), 4.
Accessed at: http://www.technologyreview.com/read_lartispx?ch=biotech&sc=&id=16485&pg=1 on
July 17, 2006.
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(LD50), the scenarios involving terrorists releasing upwardtgfkilograms of
aerosolized anthrax present mind-numbing scenarios df dedtdestruction.

4. Anthrax Incubation Period

Anthrax spores have an amazing survival capacity, anchameadly resistant to
biological extremes like heat, cold, pH, desiccationpubals (and thus to disinfection),
irradiation, and other adverse conditi®##Anthrax has been known to survive, deep in
frozen bits of earth, for as long as seventy y6&rs.

The incubation period of anthrax in a susceptible hogfes from thirty-six to
seventy-two hours, and usually progresses into its deimgtahases without any prior
discernable sympton®3.With pulmonary anthrax, the incubation period occuter af
period of one to six day. The incubation period as an indicator is one oftlagor
epidemiologic factors that can lead to the succestfibbation of a BW attack because,
if extrapolated, an epidemic curve can be created. Heask pattern is an important
factor in differentiating between a natural outbreatk @am intentional attack, and can
usually discern when and where each victim first bediri@However, in some cases,
simply identifyingwherea victim contracted a disease does not present enouginevide
to determinavhoit was that released the disease.

E. CONCLUSION

This chapter assesses the vital importance of dispaengology on the
successful attribution of a biological weapons attacle five vital epidemiological
characteristics that are necessary to study for anyt agspected in a BW attack are:
pathogenicity, infectivity, virulence, and incubation pdridf any investigation of the
suspected use of BW is undertaken and any one of theseited ibgimb prints is

59 Turnbull, Guidelines for the Surveillance and Control of Anthrax in Humans anuiasi 7.
60 Guillemin, Anthrax: The Investigation of a Deadly OutbreaR3-234.

61 Turnbull, Guidelines for the Surveillance and Control of Anthrax in Humans anuasi7.
62 Cieslak, “Clinical and Epidemiologic Principles of Ardkr’

63 pavlin, “Epidemiology of Bioterrorism,” Ibid.

29



overlooked or miscalculated, the source of the attackdaquite possibly never be
attributed.

By analyzing one agent—anthrax—in detail, this chaptewshww complicated
each epidemiological characteristic can be, and hgwitant each characteristic is both
independently and when examined as details of an agent’'sveohd®le.

30



[ll.  SVERDLOVSK AND AMERITHRAX: EPIDEMIOLOGY OF
TWO ANTHRAX OUTBREAKS

A. INTRODUCTION

This thesis uses the 1979 Sverdlovsk anthrax outbreak fiotimer Soviet Union,
as well as the deliberate use of anthrax as a biologezapon in the 2001 “Amerithrax”
outbreak in the United States as two juxtaposed case stodamalyze the actual
complications of the attribution of a biological weap@agent. Chapter 11l analyzes the
complications of the particular epidemiology of thee@llovsk and Amerithrax anthrax
outbreaks, using the chapter’s previously presented andzadadpidemiologic facts and
details about anthrax to discern how and why it took ovelviewears to concretely
attribute the actual source of the anthrax outbre&@verdlovsk, USSR, and why the use

of anthrax as a biological weapon in the 2001 Amerithrares remains unsolved.

B. SVERDLOVSK

The Sverdlovsk case study shows, it was, effectithyfabrication of anthrax’s
epidemiological characteristics that prevented the pragpebution of the Sverdlovsk
outbreak. Because the Sverdlovsk anthrax outbreak eccunr1979, when the USSR
was a closed, hostile society, making an internatiowaistigation of the incident
impossible, epidemiology was the only tool Western s$isiesnthad to determine the
source of the Sverdlovsk anthrax outbreak.

Anthrax is endemic to all regions of Russia, and nhtwtbreaks of the disease
remain common today. In the past, czarist Russia an@btiner Soviet Union had
among the world’s highest levels of recorded anthrax eaksf4 However, in April of
1979, an anthrax outbreak occurred in what was then SvekdldSSR (now
Yekaterinberdf®, that was so sudden and virulent, many people suspectetehat

outbreak was not natural in any way.

64 Guillemin, Anthrax: The Investigation of a Deadly Outbredk,

65 There are two possible English spellings for the nantleeccity. Ekaterinburg represents direct
transliteration from Russian, while Yekaterinburg tteshow the correct pronunciation. Both spellings
are used equally often.
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Toward the end of the 1970s, despite the Soviets Union’s mugjwort and
ratification of the Biological and Toxin Weapons Convemi{BTWC), the West had
long doubted the sincerity of the Soviets declaraticentbits offensive biological
weapons program. In fact, by 1980, Western intelligencéesitad begun to hear
rumors of an outbreak of disease that had claimed hdsdpessibly thousands of
victims. According to declassified, U.S. intelligence report

A source reported that in late May 1979, a persistent rineend on the
streets of Moscow was that some sort of disastephedrred in
Sverdlovsk earlier in the month. Several hundred pewgdedied from an
unknown cause. Authorities in Sverdlovsk first thoughtalisd cattle in

the area... had caused the deaths. Later investigationscatedithat...
an airborne disease may have been the true céfprit.

At first, not only were Western governments unsure of wisgase caused the
outbreak in Sverdlovsk, but medical personnel on the groutie area accompanying
the emergency transport vehicles were incorrectly andgiteely making an initial
diagnosis of pneumonfd.Soon after the outbreak, however, the hospitalsingethe
outbreak patients were taken over by the military amdpdetely sealed off from the
public, and Soviet health officials descended on Sverdlavskntrol not only the
outbreak, but rumors as to its origffsAs more people fell ill, and as the victims’
symptoms began to look less like pneumonia, many doctorscamchon citizens alike
began to suspect that a virulent anthrax epidemic hadaeerSverdlovsk. But where
had the victims of this deadly disease come into comtiietthe bacteria? The public
officials and the Soviet government had one explanatbile the doctors treating the
patients, common citizens of Sverdlovsk, and Weste¢efligence circles had another

explanation.

66 Declassified Intelligence Report, “Trends and Developméfareign Technology and Weapons
Systems,’'Defense Intelligence Ageny March 1980), 11.

67 Faina A. Abramova, Lev M. Grinberg, Olga V. Yampolska®avid H. Walker, “Pathology of
Inhalation Anthrax in 42 Cases from the Sverdlovsk OutbréaR0,” Proceedings from the National
Academy of Sciences of the United States of Am@@icao. 6 (March 15, 1993), 2291. Accessed at:
http://www.pnas.org/cgi/reprint/90/6/2291 on January 10, 2006.

68 Declassified Intelligence Report, “Trends and Developméfareign Technology and Weapons
Systems,’'Defense Intelligence Ageny March 1980), 11.
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1. Sverdlovsk Pathogenicity

a. Governments Report: The Bad Meat Theory—An Outbreak of
Gastrointestinal Anthrax

After the outbreak, the Soviet government releasadialffeports stating
that the anthrax outbreak in Sverdlovsk had been st ref tainted meat being sold in
the regions surrounding the city. Dr. Pyotr BurgasovSitna@et Deputy Minister of
Health and the official in charge of the public healdpomse to the epidemic offered two
pieces of evidence to support this theory: veterinary arublogfical evidencé?®
Burgasov insisted that, supporting the veterinary evidemcep@ootic, natural outbreak
of anthrax had occurred in sheep and cattle in April of 18@@ this tainted meat was the
source of human iliness. Additionally, Burgasov cited thaopsies performed on
victims of the outbreak demonstrated disease in the gassbnal tract, particularly in
the small intestiné? Burgasov insisted this pathological and epidemiologicialemce
was indicative of a food-borne epidemic from tainteshtrwhich had been improperly

processed, handled, cooked, and illegally €éld.

The Soviet government’s tainted meat theory as theogatiesis of the
anthrax epidemic was not too far fetched; since the 197®sulack market economy in
Russia accounted for as much as 20 percent of natioqaltpahd many Russian people
acquired food, especially farm products, from nonofficiairses’? These
undocumented, unregulated food distribution channels wese faftind to be the source
of many food-borne illnesses, and had—in the past—Dbeenfiddrs the source of
anthrax infected meat that subsequently infected local apbpug. Many Soviet
government officials insisted that anyone suggesting thatritieax outbreak was

anything other gastrointestinal was, in fact, just sprgachalicious propaganda.

69 Chris Holmes, M.D.Spores, Plagues, and History: The Story of AntliEzedlas, TX: Durban
House, 2003), 183.

70 Holmes,Spores, Plagues, and Histord/84.
1 pid.
72 Guillemin, Anthrax: The Investigation of a Deadly Outbrea4.
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A March 1980Tassarticle entitled, “A Germ of Lying,” advanced the
Soviet argument that a natural outbreak of anthrax hewrex among some of the
livestock in the Sverdlovsk area, and condemned the Uc8sations of the release of a
BW agent as part of a plan for spurring the arms ratensifying tensions, and waging
psychological warfare against the USSespite these official publications and
statements, however, many people—in the political aedical communities inside and
outside the USSR—were skeptical that the official pathegis of the anthrax outbreak

was, in fact, gastrointestinal.

b. Real Report: Biological Weapons Incident—An Outbreak of
Pulmonary Anthrax

As the full scope of the outbreak began to emerge, eogasstinal
outbreak of anthrax from infected meat seemed to kepledable. Many people began
to suspect that the epidemic, in fact, possessed aalgwlifferent pathogenicity than
what was being claimed: a pathogenicity that was much warent and deadly than
gastrointestinal anthrax. Most people agreed the diseagestion was, in fact, anthrax.
The controversy, however, was over the actual pathegeotthe outbreak.

The initial evidence of pulmonaryanthrax outbreak was discovered by
the same pathologists whose work Burgasov cited as eeddracgastrointestinal
outbreak. Faina A. Abramova, a pathologist working ia ofithe Sverdlovsk hospitals
where victims of the epidemic were being treated, mah&maide her notes,
microscopic slides, and tissue samples from the KGB, emoved and destroyed the
hospital records of the patients affected by the anthutbreak; the Soviet government
refused to support, and attempted to destroy all epidenualogyidence, that would
implicate an aerosolized release of anthrax. Abraisawedical notes remain some of
the only remaining original copies of medical obseoratiof the outbreak patients that

73 Leonid Kraskov “Anthrax Propaganda Used to Poison Wadtighon,” translation of “A Germ of
Lying,” Tassin FBIS, USSR International Affairs—Disarmament/SALT/MBEMarch 24, 1980).
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are still in existencé4 Abramova’s notes indicated severe hemorrhagic meisngia
patient who died on approximately the sixth day of the epiclé® The notes detailed
that

All forty two cases were characterized by the mosinment and

consistent lesions of hemorrhagic thoracic lymphadeaitd hemorrhagic

mediastinitis... The pulmonary portal of entry was farttmphasized by

the presence of a primary anthrax pulmonary focus—toealorrhagic,
necrotizing anthrax pneumonia in eleven patiéfts.

Despite the existence of disease in the victims’ gaséstinal tracts, Abramova
and other doctors treating victims began to take notgngpms that were
asymptomatic to gastrointestinal anthrax. Though othendaf anthrax infection were
rare, Abramova and others believed that the pathogerfahis anthrax infections was

pulmonary anthrax.

2. Sverdlovsk Anthrax Infectivity

In addition to clues on the Sverdlovsk anthrax outisgaathogenicity, by
understanding the details of any agent’s infectivity lewaatsl grasping the details of the
infectivity levels of anthrax, vital epidemiologicdlues about the anthrax outbreak at
Sverdlovsk were deciphered.

The Sverdlovsk epidemic’s vital statistics—detailing dloeual total number of
cases, case fatality rate, and incubation period—vestised and debated for years, as a
direct result of a prolonged KGB cover-up of the outbréaks a result, no actual data
on the infectivity levels of the anthrax that wagasked in Sverdlovsk is known to exist.
However, the amount of anthrax released in the oakbneas estimated at seventy
kilograms (154.32 pounds), and that amount could infect thepaots of a region

spanning tens of thousands of square niftes.

74 Abramova, “Pathology of Inhalation Anthrax in 42 Casesifthe Sverdlovsk Outbreak of 1979,”
2291.

73 bid.

76 1bid.

w Holmes,Plagues, and History: The Story of Anthrag4.

78 Guillemin, Anthrax: The Investigation of a Deadly Outbre@k,
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The details of the Sverdlovsk anthrax outbreak’s infagtievels will be
discussed more at length when the incubation periduaeo$verdlovsk anthrax outbreak
is discussed below.

3. Sverdlovsk Anthrax Virulence

Another epidemiological characteristic that led toghaper attribution of the
Sverdlovsk anthrax outbreak was the outbreak’s virulehablished reports on the
epidemic’s vital statistics and case fatality rategehaaried. Some reports suggest that
there may have been as many as 250 cases, with 100 ddatihgithers claim that 358
people became ill with forty-five death8Despite the inconsistencies, the most widely
accepted reports state that sixty-four people died andyrsinepeople were infected.
These smaller figures, alone, would harygled the USSR'’s yearly average morbidity
from anthrax and pushed its death rate off the c¥ffihe fact that this outbreak would
have been exceptionally more virulent than most athérrax outbreaks in
contemporary Sverdlovsk history, was a major red flagttieepidemic was, in fact, not
a natural outbreak from infected meat. Before coming cl@nSoviet government, in
fact, did not have an official explanation for why thember of victims in the 1979
outbreak was exceptionally high. They continued, howedweadvance their official lie
that the source of the attack was merely infected.meat

4. Sverdlovsk Incubation Period

As stated earlier in this chapter, it is often thesbation period that provides the
most solid forensic evidence that ultimately leads tocaessful attribution of an
outbreak or potential attack. In the Sverdlovsk outgriéavas the epidemiological
characteristic of the incubation period of aerosdliaethrax that eventually provided
enough evidence to unearth the truth about what happenes sxityrfour people that
died in Sverdlovsk in April and May of 1979.

79 Holmes,Plagues, and History: The Story of Anthrag4.
80 Guillemin, Anthrax: The Investigation of a Deadly Outbrea4.
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One can usually find that a plot of the incubation pefimgersons exposed at
the same time follows a normal log distribution, anges and places of infection for
each casualty can be reliably deduced. The series oftf@otyautopsies in the Sverdlovsk
cases demonstrated a striking illness affecting previoeslitlty persons, who died
usually one to four days after infecti&Most importantly, however, after enough hard
data was able to be collected, a very telltale pattegamto emerge that detailed exactly
when and where each victim of the outbreak must ham@dn contact with the
aerosolized bacteria. Such spot maps, retroactively pitipgithe location where each
victim fell ill, is an integral part of all BW attribigin investigations. According to reports
collected from American scientists after visiting Svevdk in 1991,

We have now circumscribed the time of common expasuaathrax. The

number of red dots we can plot on our spot map places/rabof the

victims within a narrow plume that stretches southtast Compound 19

to the neighborhood past the ceramics factory...What we lproves a

lethal plume of anthrax came from Compound 19 (See li3dg¢ and
2(b)) 82

81 Abramova, “Pathology of Inhalation Anthrax in 42 Casesifthe Sverdlovsk Outbreak of 1979,”
2291.

82 Guillemin, Anthrax: The Investigation of a Deadly OutbreaR3-234.
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(4A) (4B)
Image 2. (A) Probable locations in Sverdlovsk of where victims of thanthrax
outbreak were first exposed to the bacteria. (B) Villagesiand around
Sverdlovsk that had developed animal anthrax cases in April 1973.

The spot map, coupled with scientific data on the wintepag during the
suspected beginnings of the outbreak from 2 to 6 April 1979, det¢ailital need to
understand an agent’s epidemiological characterishiesepidemiological data, depicted
above on the dot maps, show that victims of the Sveslllanthrax outbreak lived and/or
worked in a narrow zone extending from a mysteriougamyifacility—Compound 19—
to the southern city lim#4

After many other developments—which will be discussedibssquent
chapters—and over twelve years of political accusaamaslies, it was the
epidemiological evidence of the Sverdlovsk anthrax’shation period, as well as other
epidemiological details of aerosolized anthrax, tkenéually led to the proper

83 Matthew Meselson, et al., “The Sverdlovsk Anthrax Ceskrof 1979, 'Science266, no. 5188
(November 18, 1994): 1204.

84 |bid.,1203.
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attribution of the Sverdlovsk outbreak. Despite the drdibathat the United States,
using other sources of information, knew the true sourtteecSverdlovsk outbreak, due
to the inability to investigate inside the USSR, the UnitedeS could not officially
declare the true source of the anthrax outbreak. Ittteokall of the Soviet Union and
twelve years of time between the beginning of the epicl@and the proper attribution of
its source. However, armed with hard, epidemiologels, and dots maps that showed
when and where each victim fell ill and on exactly whate symptoms began to develop,
Western scientists were able to pinpoint the sourtkecdnthrax outbreak and concretely
attributed it to the accidental escape of an aerdsathrax pathogen from the military
facility, Compound 19, in Sverdlovsk, US8RWith evidence this conclusive, the Soviet
government was—over time—forced to admit there was alylaathrax outbreak in
Sverdlovsk, giving the rest of the world more insight itite Soviet’s secretive biological
weapons prograr#f

Because an international investigation was impossidl@9 due to the political
hostilities between the United States and the USSRSterdlovsk case study
emphasizes the essential role of epidemiology irppinting the location and magnitude
of a BW outbreak when there cannot be direct acces8WY release location. Using
forensic epidemiology, Western scientists and governnvegrts able to study, analyze,
and attribute the Sverdlovsk evidence over ten yeaestaie accident at Compound 19.
Forensic epidemiology, therefore, is a critical toolall BW investigations, and is a key

component to the attribute of a BW release.

C. AMERITHRAX

The American anthrax outbreak in the fall of 2001 epiresiboth the necessity
as well as the limits of sophisticated epidemiologstatiies in modern BW outbreak
investigations. This case study emphasizes how epidemio&giielp reveal essential
forensic evidence in a BW investigation, but also howetlestill much to be learned in
the fields of forensic microbiology and epidemiolog@ire American anthrax

85 Meselson, “The Sverdlovsk Anthrax Outbreak of 1979,” 1203.

86 see: http://www.pbs.org/wgbh/pages/frontline/shows/plagefen.html. 1992--Yeltsin admits to
Sverdlovsk anthrax outbreak was caused by activity at titamfacility, Compound 19.
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investigation quickly revealed the weaknesses in conteanp@rensic epidemiology as
applied to BW investigations, and though the investigatioowered a large amount of
evidence, the epidemiological clues discovered during thstigegion could only take
the investigation so far. As the case remains unsotvedte, this case study shows both
the strengths and the pitfalls of having to rely on epidimical evidence to solve a BW
attack.
In the weeks following the September™tterrorist attacks, between early October
and late November 2001, there was a bioterrorist attatheodnited States that ran a
destructive course, infecting twenty-two people with batfageous and pulmonary
forms of anthrax, and leaving five people déadfter multiple anthrax-infested letters
were sent through the U.S. Postal System (USPS) tossgdren New York,
Washington D.C., and Florida, an already distraught aratienally exhausted public
frantically sought medical help and advice from federdl|state agencies, and
desperately sought an answer as to who was responsblg, 8ver five years have
passed and what has now become known as the “Ametitteae remains unsolved.
Despite this sobering fact, the role of epidemiololgy@d and continues to play
an enormous role in the Amerithrax investigation. Lttke Sverdlovsk case study over
twenty years earlier, the role of epidemiology in th&. anthrax attacks assisted in

narrowing the field of possible suspects and sources aitthek.

1. Strain-Level Signatures of BW Agents

An epidemiological characteristic that came to lighthie Amerithrax case and
not the Sverdlovsk case is that of strain-level digmes of BW agents. In biological
agent species, both weaponized and natural, each sepaags sips its own identifying
molecular marks, much like each individual has a fatndg. If scientists are able to
capture, analyze, and catalogue a particular species’ ungjeeutar marks, a database
can be created that identifies each strain accordiitg tmique characteristics.

Scientists at The Center for Disease Control (CB@) the United States Army
Medical Research Institute for Infectious DiseaseéSAMRIID) are among some of the

87 The Center of Counterproliferation Research, “Anthremerica: A Chronology and Analysis of
the Fall 2001 Attacks,National Defense UniversiffNovember 2002), 1.

40



federal institutions that maintain scientific databasfgsotential biological weapons
agents. These scientists know that each genus of laalbésrimany species, and each
species can have thousands of different types ohsfia(See Figure 1). In modern BW

investigations, knowledge of an agent’s strain can be théokihe eventual attribution of
the attack.

This phylogenatic tree is a
simple representation of the
bacterial kingdom. All human
bacterial pathogens belong
to the Gram-positive (red)

or Protecbactena (magenta)
divisions. The other divisions
consist of nonpathogenic
bacteria associated with
diverse environments.
Biological signatures must
be able to differentiate
infectious bacteria from
hundreds of thousands of
harmless ones. Each genus
of bactera has many species
and each species can have
thousands of different strains.

j ‘ Th[:"rr

Figure 1. Phylogenetic Treé&9

According to Bert Weinstein of Lawrence Livermore Na#ibLaboratory’s
Biology and Biotechnology Research Program (BBRP),

Strains are a subset of a species, and their DNA nfi@y dy about 0.1
percent within the species. A species, in turn, is almeemf a larger
related group (genus), and its DNA may differ by a percesbdrom that
of other members of the genus...Strain-level signaturesssential for

88 Dr. Bert Weinstein, “Uncovering Bioterrorism3tience and Technology Revigay 2000).
Accessed at: http://mww.lInl.gov/str/Weinstein.html omadeh 12, 2006.

89 |pid.
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determining the native origin of a pathogen associatddam outbreak;
such information could help law enforcement identifygheup or groups
behind the attack?

It is precisely this technology that assisted fedeffalts in identifying the strain
of anthrax that was used in the Amerithrax attackeréstingly enougtBacillus
anthracishas few detectable differences among its stifliidhere are, however, some
very notable anthrax strains. For example, the antstrain used by the Japanese cult
Aum Shinrikyo in Japan in 1993 is known to scientists ardbedvorld as the Sterne
strain®2 Additionally, the strain of anthrax created in théen$ive biological warfare
program of the United States before its destruction in 1@89kwown as the Vollum
strain. And, in 1985, USAMRIID created and tested a wild-stpain of anthrax that
became known as the Ames strain, which later becofamous in the Amerithrax
attacks?3

It was the intricacies of BW agent epidemiology dmeinewly developed
scientific data-basing of BW strains that exposed tightiening possibility that the
perpetrator(s) of the Amerithrax attacks was not adareerrorist, but perhaps a well-
trained and educated scientist inside the United Statdg.dfain the investigation, after
the federal government had classified the anthraxlati@s a criminal matter and not just

90 weinsten, “Uncovering Bioterrorism.” Researchers hhesvever, recognized several pitfalls with
DNA sequencing techniques to identify BW strains. For exanifdegnatures are overly specific, they do
not identify all strains of the pathogen and so cae gitalse-negative reading. On the other hand, if
signatures are based on genes that are widely shared) amany different bacteria, they can give a false-
positive reading. As a result, signatures must be ablexomple, to separate a nonpathogenic vaccine
strain from an infectious one.

91 pid.
92 Keim, “Molecular Investigation of the Aum Shinrikyo Amax Release in Kameido, Japan.”

93 ThompsonThe Killer Stain: Anthrax and a Government Expos8] The Army has claimed that it
had obtained the Ames strain of anthrax from the Natidegdrinary Services Laboratories in Ames, lowa,
in 1980, but records were sketchy. Scrutiny of the NV&icerds did not reveal an anthrax-infected cow
in lowa during that year, nor did the NVSL have a rdara strain called Ames. Now, closer inspection of
Army documents has cleared up the confusion. The Army olbt#ieestrain in 1981 as part of an effort to
gather various types of anthrax to test vaccines. Thmsemained unnamed until 1985, when scientists at
the U.S. Army Medical Research Institute of Infecti@useases described it in a scientific paper. The
researchers named it Ames, but the strain wasn'tlivam—it was from Texas—and a shipping container
was the source of the quandary. In 1981, the Texas Watgiedical Diagnostic Laboratory, a state
agency and member of the Texas A&M University systisplated the microbe from a Texas cow. The
laboratory shipped the strain to USAMRIID, but sent i ispecial container that the USDA supplies to
veterinary laboratories around the country. The coeta return address was the USDA's National
Veterinary Services Laboratories in Ames.
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a natural isolated outbreak, scientists were able t@atesanalyze the strain of anthrax in
the envelopes that had found their way to various latatié-lorida, New York,
Washington D.C., and Capitol Hill. Much to the horrorled investigators involved, it
was discovered that the anthrax-laced letters wied fivith the Ames strain, a unique
strain of anthrax used in U.S. military lasAdditionally, most experts believed that
only about fifty people had both the access to andbevledge of the Ames strain and
how it could be weaponizé.The list of possible suspects quickly turned inward, and
U.S. federal prosecutors began to consider that thestrator of this act of bioterrorism
on U.S. soil was, in fact, one of our own. The dstaflthis investigation will be
discussed in more detail in Chapter IV.

2. Amerithrax Pathogenicty

The Amerithrax anthrax attacks revealed a tremendoasrrof information
about the pathogenic nature of both cutaneous and pulmamtarga Much of this
information, unfortunately, was learned at the expenseiwian life. However, so few
cases of pulmonary anthrax had ever occurred and hacstebed in the twentieth
century, that throughout the response effort, public hexdficials were quite
forthcoming about the fact that they were facing a navaton and were learning about
anthrax’s pathogenic nature as they wiriburing the outbreak, doctors, federal health
authorities, and investigators learned how anthrax caralicenter and infect a host,

94 ThompsonThe Killer Strain: Anthrax and a Government Expo$&31 Arguably, some scientists
insist that the strain in the Amerithrax envelopes matddentical to the Ames strain, and simply
resembled an antrax strain found in western North Amerioee precisely Haiti, Texas, and lowa. See
The Center of Counterproliferation Research, “Anthrafinerica: A Chronology and Analysis of the Fall
2001 Attacks,'National Defense UniversiffNovember 2002), 24, 26. Notably, however, the Amesm&rai
origin was a cattle field in Texas, given to USAMRIID dgovernment laboratory in lowa.

95 |n September of 2006, however, what was initially desdrias a near-military-grade anthrax was
ultimately found to have had a more ordinary pedigregagtng no additives and no signs of special
processing to make the anthrax bacteria more deadlynfoncement officials confirmed. In addition, the
strain of anthrax used in the attacks has turned outitmobe common than was initially believed, the
officials said. See Allan Lengel and Joby Warrick, “KEdsting Wider Net in Anthrax Attacks,”
Washington Pogt Sept. 25, 2006), Al. http://www.washingtonpost.com/wp-
dyn/content/article/2006/09/24/AR2006092401014.html, Accessed ochMgaf007.

96 The Center of Counterproliferation Research, “Anthremerica: A Chronology and Analysis of
the Fall 2001 Attacks,”), 4.
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and this knowledge will undoubtedly assist the governmebeti@r prepare and protect
the American public if another anthrax attack weredcouo.

With multiple cases of anthrax appearing as resudntiirax-laced letters,
immediate governmental and investigative response attentthe Amerithrax case was
turned to the U.S. Postal Service (USPS). In facheaheight of the outbreak, U.S.
Postmaster General John Potter went to the U.S.|Bestace’s Brentwood facility,
which unknowingly filtered and delivered a few of thehamak-laced letters to their
addressed destinations on Capital Hill, to try to assita@400 postal workers that their
fears of being infected were very minimal. Potter and xes@ives had consulted with
expert doctors at CDC, as well as the D.C. DepartmieRtblic Health, and the CDC's
top infectious disease specialists had concluded thag ¥ees no reason to start the
Brentwood employees on preventive antibiofi€®ue to previously conceived
understand about anthrax’s pathogenicity and past knowledgelawanthrax can
actually travel and infect a host, the CDC felt thatenof the USPS employees were at
risk. According to a statement in mid-October 2001 by DebdVillhite, USPS Senior
Vice President for Government Relations and public pplicy

[The CDC] says there was virtually no risk of any ashtontamination

in the [Brentwood] facility, that without the lettbeing opened at

Brentwood, there was no risk of any anthrax escapingesber the

facility nor the employees needed to be testeddibirax exposure and/or

infection] 98

Unfortunately, it had never occurred to the USPS Bo&€beernors, nor the
expert doctors at the CDC, that refined anthrax couldbdlg seep through the pores of a
standard envelope, potentially infecting not only the perdamopened the envelope, but
the hundreds of people who could have come in conthetr eitith the letter itself, or

even the bags used to carry and sort the letter, or bgegiant postal sorting machin®s.

97 ThompsonThe Killer Strain: Anthrax and a Government Exposet9.

98 The Center of Counterproliferation Research, “Anthremerica: A Chronology and Analysis of
the Fall 2001 Attacks,” 31.

9 For a very interesting mathematical representaifdhe number of victims a single anthrax-filled
envelope could claim once an envelope is passed throughShesil system, see Glen Webb and Martin
Blaser, “Mailborne Transmission of Anthrax: Modeling dngplications,”Proceedings of the National
Academy of Sciences of the United States of An@9icao. 2 (May 14, 2002), 7027-7032.
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The Amerithrax attack revealed to the CDC and the Amenmublic that, due to the
pathogenic nature of powdered, aerosolized, and weaponizedxasplores, a single
anthrax-laden envelope possessed the possibility of infektindreds in its wake.

Ironically, scientists at DRDC Suffield, a Canadianerowment facility operated
by Defense Research and Development Canada, had sgpiieanSer 2001 study to the
CDC's Laboratory Response Network (LRN) on October 4, 2061day the first
anthrax letter surface®? The Canadian researchers tried to inform the CDCthieér
study had concluded that the aerosol released from araariticed envelope would
quickly spread throughout a room so that many other wqrdlepeending on their exact
locations and the directional air flow within theio#f, would most likely inhale lethal
doses of the bacteria. Additionally, envelopes with openers not specifically sealed
could pose a serious threat to those in the mail handjstgralo?!

Both a USPS Service Center in Brentwood, as well asrofirenton, New
Jersey, had unknowingly handled, sorted, and deliverey oiahe anthrax-laced letters.
As a result of the lack of government and medicinal tstdading of the pathogenicity of
anthrax, Thomas Morris Jr. and Joseph Curseen, twopdsal employees at the
Brentwood facility, died of pulmonary anthrax. Hundredstbier postal workers tested
positive for anthrax exposure, and some became infeagteadutaneous forms of anthrax
from handling infected mail. If federal authorities had habetter understanding of the
pathogenic nature of aerosolized anthrax, these livdd tave been saved, and the

panic that erupted due to these letters could have beemedsua

3. Amerithrax Infectivity

Once it was discovered that anthrax spores could acgsesp through sealed
envelopes and infect anyone who handled the envelope, thathrax case uncovered
another alarming lesson in epidemiology of BW agehesfrightening possibility of
cross-contamination. Remembering that infectivity is tih@mum number of infectious

particles required to establish an infection, many federdllocal authorities were

100 ThompsonThe Killer Strain: Anthrax and a Government ExpQ<s6.

101p, Kournikakis, et al.,, “Risk Assessment of Anthrax Hbdeetters,"Defense Research
Establishment Suffield, Report No. DRES-TR-2001¢8é4ftember 2001).
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focusing on the mini-epicenters where anthrax-lacedrtettere surfacing for signs of
infection—the Trenton and Brentwood U.S. Postal Se@iesters; Senator Dacshle’s
office in Washington D.C.; the AMI Media Company in Fitaj etc. Authorities scoured
buildings where letters were found, and tested all enagloyand people within the
immediate vicinity of an infected letter, building, oraready infected person.

As noted earlier in this chapter, it takes roughly 2,500 spgorescome infected
with pulmonary anthrax, and a lethal dose of 10,000 sparebe inhaled in one breath.
Doctors and scientists had assumed a person must besdxpas minimum number of
spores in order to become infected, and an even higherntoatean of spores in order to
die from the bacteria. Before the Amerithrax cadeat authorities were unprepared to
confront was that for some victims of the attacks,nifectivity threshold for infection
and/or death was much lower. The scientific understgnoli the capabilities of
weaponized anthrax was being redefined as the investigatigedion. Scientists and
government experts were literally learning on the flg Hreir previous understandings
of weaponized anthrax and how it could infect a persorcaastantly changing over the
course of the investigation as new details and evideasebeing uncovered.

In New York City, where anthrax-filled letters hadeked the offices of ABC,
CBS, and the New York Post—examples of merely a fetheplaces in New York City
where anthrax traces were found—Kathy Nguyen, a sixgyyear old Vietnamese
refugee, inexplicably became another victim of the ramtketters. Nguyen lived alone in
the Bronx, and worked at the Manhattan Eye, Ear, andat ktospital on the Upper East
Side1092 She commuted to work every day on the New York City sylsyatem, and her
job stocking the operating and recovery rooms in theitadslid not involve opening
mail.

Nguyen’s case quickly emerged as everybody’'s worst edgc
nightmarel93 She was not in any way connected to any of the previotimgiof the
anthrax attacks in New York City, and in no way had eleectly come in contact with
any of the contaminated letters that had been seng totifis various media outlets.

102 ThompsonThe Killer Strain: Anthrax and a Government Expq<isil.
103 ThompsonThe Killer Strain: Anthrax and a Government ExpqsaP.
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After tests conducted by the CDC, Nguyen’s apartmentigieho sign of anthrax, and
no spores were reported at her work place. It ren@agmmplete mystery as to how and
where Kathy Nguyen contracted the pulmonary anthrax badtat killed her.

Equally as alarming, just days before Nguyen began displaymgtoms of
pulmonary anthrax, a New Jersey women who workedoaslkeeper for an accounting
firm had been diagnosed with cutaneous antK4After a thorough inspection of the
woman'’s workplace, no traces of anthrax had been foundtiéwaially, in late November
2001, a ninety-four year old Connecticut woman, Ottie Lunddvecame the second
victim—after Nguyen—to inexplicably die from pulmonary amath Dozens of samples
from the postal facilities that handled Lundgren’s nsainples from her mailbox, and
eighteen samples taken from her house and garbagenaititup negative for the
presence of anthrat>

Both Nguyen, Lundgren, and the New Jersey woman'’s dasankted two
horrifying and previously unconsidered scenarios in the Ahrex case: that the nascent
path of anthrax infection had moved beyond media compagoesrnment offices, and
mail routes and on to ordinary citizens, and that duatging factors, authorities must
now plan for scenarios in which the infectivity threlslsoof some citizens is much lower
than doctors had originally calculated for the general @iom106 It seemed thousands
more were at risk of infection from anthrax than prasig suspected.

After Nguyen and Lundgren’s death, senior officials ef Crepartment of Health
and Human Services announced that some tens of thousdattersfprocessed through
the U.S. Postal Service might have been contaminatednace amounts of anthrax
spores merely by coming into contact with intentionptlysoned mail®” The scenario
of cross-contaminated mail and unconnected victims fallimgvealed that the medical

104 pichael Powell and Ceci Connolly, “New York WorkeAsithrax Deepens Mystery,”
Washington PogfOctober 31, 2001), AO1.

105The Center of Counterproliferation Research, “Anthre&merica: A Chronology and Analysis
of the Fall 2001 Attacks,” 64.

1061t is important to remember thBacillus anthracids not a communicable disease; meaning, it will
not spread from person to person, and only those whe ooutirect contact with the bacteria have the
possibility of becoming infected.

107 Eric Lipton and Judith Miller, “A Nation Challenge: Thésease; U.S. Says Thousands of Letters
May Have Had Anthrax Traced\New York TimefDecember 4, 2001).
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and scientific communities had more to learn aboutrtfeeiivity characteristics and
behavior of anthrax. Kathy Nguyen in New York, Ottiendgren in Connecticut, and the
New Jersey accountant had no known direct contactamigiof the anthrax-filled letters.
These three cases highlighted the fact while the LD5@rfthrax is 8,000 to 10,000
spores, far lower levels of exposure may trigger an iidfecespecially in those with
weakened immune systei® In these three cases, investigators had difficirtyifig a
large enough quantity of spores to cause infection, ultlynatggesting that the ages and
conditions of the victims almost certainly made thaore susceptible to infection
through lower numbers of spores.

These three cases shed new light on the role @tidemiological characteristic
of infectivity on BW investigations, and made public heaffitial and federal
investigators aware of the fact that in BW outbreates,dily thousands of ordinary
citizens are at risk of becoming infected, regardless wfdlose they are to the
epicenters of an attack.

4. Amerithrax Virulence

As noted above, it was discovered early on in the Ahrex investigation that
authorities—in all localities from New York to WashingtDrC. to Florida—were
dealing with a strain of anthrax that closely resechibh® Ames strain. After this
discovery, both the CDC and USAMRIID—through carefialghostic testing—were
able to determine that the strain of anthrax that wefacng in envelopes throughout the
United States had not, in fact, been genetically alterady way.

Although USAMRIID officials noted that the anthrax spotesed in the
Amerithrax envelopes had been weaponized, meaning the spenesmwadified from
their liquid suspension form to a powdered, aerosolized fthrenstrain itself had not
been genetically modified in any wa¥f This discovery allowed investigators and
medical officials to be confident that infections causgdhis Ames strain of anthrax

108 The Center of Counterproliferation Research, “Anthre&merica: A Chronology and Analysis
of the Fall 2001 Attacks,” 31.

109see Note 79, above, for information on later discoveniasthe perhaps the anthrax strain had
not, in fact, been weaponized.
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were, in fact, treatable with antibioti€X) As mentioned above when discussing the aims
of the USSR'’s covert biological warfare program, carB\V programs were able to
genetically modify strains of certain viruses and ha@te create chimera viruses that
resist common vaccines and are much more virulent Heanaturally occurring agehl
Other BW programs had developed a strategy for hiding deadlygénes inside some
milder bacterium's genome, so that medical treatmfeatviwtim's initial symptoms from
one microbe would trigger a second microbe's growth.stiiagn of anthrax that was
being circulated throughout the U.S. Postal System, nenywelosely resembled the
Ames strain of anthrax, and was responsive to the gaaienents, antibiotics, and
vaccines that U.S. biological weapons researchers hadoged in the 1980s when the
Ames strain was first introduced into the offensive Béknal of the United States.

What this fact uncovered, therefore, was that althohglstrain of anthrax used
in the Amerithrax attacks had perhaps been weaponizaautsnce was relatively low
and predictable and responsive to treatment. In facCE@ reported that during the
height of the outbreak, over 32,000 people had been presenibibiotics to guard
against infectiod12 The fact that the Amerithrax anthrax had a well-ustb®d
virulence, coupled with the action of health officialesuribing antibiotics to those
potentially exposed to the anthrax, could very well stateent to the very low number
of deaths in the Amerithrax outbreak. Had the viruldagels of the strain of anthrax
used in the Amerithrax been genetically modified inwaay to be resistant to common
antibiotics and vaccines, the number of deaths could hese exponentially higher.
Understanding BW virulence, therefore, is critical to ustéerding, containing, and
saving lives in a BW outbreak.

5. Amerithrax Incubation Period

Unlike the Sverdlovsk case, the incubation periods tifrar infections yielded

few clues in the Amerithrax case. For many of theimist scientific knowledge of

110 ThompsonThe Killer Strain: Anthrax and a Government Expq&é#.
111 5ee Reference 41.

112 The Center of Counterproliferation Research, “Anthre&merica: A Chronology and Analysis
of the Fall 2001 Attacks,” 54.
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anthrax’s typical incubation periods—in both the cutaiseand pulmonaryal forms of
the disease—gave authorities clues as to precaidaiythe victims contracted the
disease, but yielded few insights asvterethe victims came in contact with the
bacteria.

Juxtaposing the Sverdlovsk case with the Amerithrax, ¢heanost alarming
revelation is the role that modern globalizatioryplan contemporary BW outbreaks.
With the transportation and mobilization of people andipots occurring at an
incredible rate, the Amerithrax case showed how ad@Batk carried out through the
U.S. Postal System could infect multiple people intiplel locations—wreaking havoc
on local and federal authorities in multiple jurisdbes and causing mass panic in
multiple cities—almost simultaneously. In fact, as baen well documented in the
weeks surrounding the Amerithrax attacks, not only was dbenmail discovered with
traces of a deadly BW agent, but mail around the woslol ladégan testing positive for
anthrax13|n what is the greatest irony—in light of the twoesbeing studied in this
thesis—in early November 2001, U.S. officials at thesodate in Yekaterinburg,
Russia—previously Sverdlovsk, the site of the 1979 anthraxeakb-announced that a
negligible amount of anthrax had been discovered ombsi& mailbags delivered to the
consulate on October 25, 2001, from Washington, B¥The source of the anthrax was
not established, although anthrax spores were found in the ba

In a matter of weeks, twenty two people—residing in ntbaa four cities over

1200 miles apart—had become victims of a BW attaelafter five people lost their

113 other locations around the world that tested positvafithrax around the time of the Amerithrax
outbreak:November 20Q1Lahore, Pakistarilovember 20Q1Yekaterinburg, Russi&2 November 2001
Chilean authorities state that U.S. officials confirnteat a letter postmarked from Zurich but bearing a
return address from Florida tested positive for anthrdiciaif later claim that the strain of anthrax found
in the Chilean letter are indistinguishable from theirstigund in NY and DC but later retract that
comment and insist that the Chilean strain is notlar to the U.S. strain and is more similar to stsai
found in Turkey. See, “Chilean Anthrax Letter Confirmd8BIBC NewgNovember 22, 2001).
http://news.bbc.co.uk/2/hi/famericas/1671544.stm. AccessedaochNd, 2007.

114 The Center of Counterproliferation Research, “Anthre&merica: A Chronology and Analysis
of the Fall 2001 Attacks,” 53.

115The CDC’sMorbidity and Mortality Reporon 9 November 2001 indicated that 22 total confirmed
and suspected anthrax cases had occured:10 confirmed putai@rghrax (2 FL, 1 NYC, 5 DC, 2 NJ); 7
confirmed cutaneous anthrax (4 NYC, 3 NJ); 5 suspectedesnta anthrax (3 NYC, 2 NJ). See The
Center of Counterproliferation Research, “Anthrax inekiza: A Chronology and Analysis of the Fall
2001 Attacks,'National Defense UniversiffNovember 2002), 55.
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lives from the Amerithrax attack, it become obvious thagn with modern medical and
scientific capabilities, successful BW attribution r@msaan incredibly perplexing
problem.

D. CONCLUSION

This chapter assesses the vital importance of disgaengology on the
successful attribution of a biological weapons attaakudh the lens of the case study
examinations of the 1979 Sverdlovsk anthrax outbreak ar2DlE Amerithrax
outbreak.

By analyzing one agent—anthrax—in detail, this chaptewsthow complicated
each epidemiological characteristic can be, and hgwitant each characteristic is both
independently and when examined as details of an agent’'sveohd®le. Again,
without a proper understanding of an agent’s epidemicdbgltaracteristics, an actor or
government could quite possibly fabricate the source attack, and absolve
themselves of guilt—just as the Soviet Union did in 8karsk. By attempting to
convince the world that the pathogenesis of the antutbteak was from infected meat,
the USSR was able to claim that the source of atcapdsc outbreak of disease to
naturally occurring events; this method of reasoning andractin easily be replicated
today. However, by thoroughly examining the specific epidigy of aerosolized
anthrax spores, scientists were eventually able toepifeat the Soviet government had,
although accidentally, released an onslaught of unnatweith ded destruction onto its
own unsuspecting population.

In the same light, the epidemiological charactesstif the anthrax used in the
Amerithrax outbreak provided critical clues to the detdilhe chaotic events following
9/11 and to a list of possible suspects. However, theserpitbgical clues to date have
not fully implicated a perpetrator.

If and when an attack occurs in which biological wea@resused, the sound
analysis and understanding of disease epidemiologyucame ssfully and expediently
lead to the proper attribution of the attack, so thap#rpetrator of the heinous crime can
quickly face the international repercussions and consegsegf such an abhorred and

illegal action. Although epidemiology assisted in thergual attribution of the
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Sverdlovsk outbreak, as the Amerithrax case shovideeology has its limits. The
continued advancement of forensic epidemiology andamiclogy is needed to make
BW investigations more successful. Much has been ldabeut the epidemiological
characteristics of many organisms, but the Amerithrar shows that organisms do not
always behave as predicted once they are producedforthef a biological weapon.
Scientists and government experts must continue to steangthir understanding of the
epidemiological capabilities of weaponized organisms de-timathe event of a BW
outbreak—the investigation of the outbreak can both fe aad yield more evidence for
the eventual attribution of the attack.
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IV. THE IMPEDIMENTS TO BIOLOGICAL WEAPONS
ATTRIBUTION IN INTERNATIONAL POLITICAL
ENVIRONMENTS

A. INTRODUCTION

Between March and July 1997, a devastating outbreak of fabtr@uth disease
(FMD) occurred in pigs in Taiwan. A total of 6,147 pig fanwith more than 4 million
pigs were infected, and 37.7 percent of the pigs in Taiwheredied (0.18 million pigs)
or were killed (3.85 million pigs)i6 The financial cost of the epidemic was estimated at
US$378.6 million. Owing to the ban on exports of pork to dapds estimated that the
total economic cost to Taiwan's pig industry was about USSllidh. Subsequent
epidemiological testing on the strain of foot and malisease infecting the Taiwanese
pigs revealed that the same strain of virus is presddhina, leading to speculation that
it was carried in with piglets or pork brought into Wan from Chinall?

In February 2005, a fast-moving case of pneumonic plague brdgke a small
village in the Democratic Republic of the Congo (DRQ)e Plague spread so quickly
that the World Health Organization (WHQO) was calledgsist in containing the
epidemic. Bubonic plague is endemic in parts of Afrinaluding the DRC, but
pneumonic plague—which is spread by human to human contect the disease
mutates to be airborne—occurs when the bacteria inteetsing, has a very high fatality
rate and is deadly when left untreated, according to tHOW he combination of the
nature of the disease, as well as the remote locafithe outbreak, caused quite an
alarm for the WHO since this particular outbreak occuimexh unidentified northern
mining town ravaged by conflict and cut off from humanitaaéd 118 Additionally, in
June 2006, another epidemic of pneumonic plague spread through@&iDiRg over

116pc Yang, “Epidemiological characteristics and finahcosts of the 1997 foot-and-mouth disease
epidemic in Taiwan,The Veterinary Recortli45, no. 25 (December 1999), 731.

1174Foot-and-Mouth Disease Spreads Chaos in Pork MarkeA§’Onling(October 1997).
http://www.fas.usda.gov/dlp2/circular/1997/97-10LP/taiwanfmd.htntedsed on February 12, 2006.

118“WHO rushes to pneumonic plague outbreak in DREail and Guardian OnlingFebruary 15,
2005).
http://www.mg.co.za/articlePage.aspx?articleid=197864&areeaking_news/breaking_news__ africa/.
Accessed on February 12, 2006.
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100 peoplél® The WHO was called in to contain the epidemic, bfitiafs have
reported that control measures have been difficult pgement because of security
concerns in the area.

In May 2006, health officials working in a remote andated village in
Indonesia documented what they suspected as being thie duster of person-to-
person avian bird flu cases since the epidemic had beduarith of 2003120 In three
years, bird flu spread to over forty countries, affectingst®rn and Eastern Europe, the
Middle East, Africa, China, Russia, and South East ASiee Figure 2).

H5N1 in wild birds [_]
H5N1 in poultry and wild birds .
I H5N1 inhumans W

Figure 2. Nations With Confirmed Cases of H5N1 Avian Influenza (May 19,
2006)121

What do these three cases have in common? The pigswar, the plague in the
Democratic Republic of the Congo, and the bird flu spregplike wild-fire across the

119«gyspected plague outbreak kills 100 in DREIAil and Guardian OnlindJune 14, 2006).
http://www.mg.co.za/articlepage.aspx?area=/breaking_newgihoe news__ africa/&articleid=274525.
Accessed on February 15, 2006.

120 pssociated Press, “Human spread No. 1 suspect in bidiuster," MSNBC(May 24, 2006).
http://msnbc.msn.com/id/12939359/. Accessed on February 15, 2006.

121The Emergency Email and Wireless Network.
http://www.emergencyemail.org/birdflumapwang3.asp?asrcadwl23=kgeli3Njbgky4dUCFRVzGgod2
SDR2w. Accessed on January 10, 2006.
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globe all highlight the intrinsic difficulties in ishifying, containing, and attributing the
source of a disease outbreak in an international enveonhriNatural disease outbreaks
know no boundaries, but the organizations that monitorraresiigate disease outbreaks
certainly have limitations when it comes to navigatinglé international political
environments. The FMD outbreak in Taiwan, for exampbes wrought with very

serious political accusations that China intentionally imave infected the Taiwanese
pigs. Not only did the Taiwanese authorities have toazonhe FMD epidemic, but a
criminal investigation took place to attempt to attribime source of the disease outbreak
to a man-made source. This investigation highlights twg eercial points about
biological weapons attribution. First, not only can Bage tremendous harm to
humans, but also to plants and animals. Secondly, ttegaances of BW use cannot
simply be quantified in numbers of sick or killed; BW gs@ have tremendous
economic and political impacts, as well.

The plague outbreak in DRC highlights the difficultiesworld health bodies to
intervene, quarantine, and eradicate naturally occudisgpses in isolated, conflict-
ravaged areas of the world. It also reveals how vuliherthese same areas would be if a
BW agent was released on an unsuspecting population. Nowoald it be difficult for
health authorities to determine whether an outbreakna@asal or unnatural in the
isolated villages in DRC, but it is quite possible thaalgyovernments and authorities
would be hostile to any outside intervention in their seiga territories.

The bird flu pandemic represents the weaknesses in loooder quarantines. Even if
the WHO and other international organizations can tratreaks and suggest to local
authorities how to contain and/or eradicate diseases ¢ertain areas, the inability for
non-governmental organizations (NGOs) such as the WH&yislate and enforce
pandemic laws within sovereign territories may be cimgplio the overall containment of
the disease.

1. Roadmap

This chapter highlights the extreme difficulties U.8d avorld authorities face
when attempting to attribute the intentional use obéolgical weapon in a foreign
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territory. In essence, the ability to successfultyilaite an international BW attack comes
down to two things: law and politics. This chapter delvespteinto the nuances of both
and their effects on BW attribution.

Distinguishing between a natural and an unnatural outbreasocaetimes be an
enormous undertaking due to epidemiological complexities dsgvdomestic
jurisdictional restrictions. Disease outbreaks ahternational level, however, combine
the hurdles of epidemiological analysis and domesstraints, and combines them with
the at times incredibly restrictive effects of imational political environments. Due to
the intrinsic weaknesses in the major treaty governimigdical weapons, the Biological
and Toxin Weapons Convention (BTWC), the internationatmunity has very little
legal ability to overtly investigate and therefore attrébah unnatural outbreak of
disease. This chapter discusses at length the weaknésise 883 WC and how the lack
of a verification protocol significantly impacts the ldito attribute BW outbreaks.
Additionally, this chapter discusses how the burden of psooi a crippled international
community when it comes to criminal investigations of B¥¢. It highlights the tools
the international community possesses when it comasatmational BW investigations,
and detail the capabilities the international commulaitis in international BW
investigations. Next, this chapter discusses the impanteyhational politics, and the
paralyzing affect states’ conflicts of interest caneéham international BW investigations
and attribution. Aside from the epidemiological aifities of investigating and
attributing an unnatural outbreak of disease, in the eadhlibence of strong legal
mechanisms, as well as fickle international politrogy be the biggest attribution hurdles
for the international community in international BMitbreaks. Lastly, this chapter
addresses the Sverdlovsk case study to assess thatioteahimpediments to
international BW attribution that existed in 1979, and\sastlll exist today.

B. INTERNATIONAL LEGAL IMPEDIMENTS TO BW ATTRIBUTION
1. Weaknesses of the Biological and Toxin Weapons Convention

The 1972 BTWC is the most important international toolregjahe use and
development of biological weapons (BW). The BTWC isnbymeans, however, a
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flawless treaty, and many of its weaknesses sevimatythe ability to successfully
attribute a BW attack. A flaw in the treaty is thatwhere within its fifteen articles is the
actual use of biological weapons ever explicitly outldwEhe treaty only explicitly bans
the development, production, stockpiling, acquisition, ateintion of biological and
toxin weapons; the treaty simply implicitly bans tletual use of biological weapoa3?
Since its entry into force in 1975 there have been guoafircases in which states
have breached the Convention and several unconfirmegaadias of states maintaining
offensive biological warfare prograri& This has resulted in increased calls from the
international community to equip the members of the catiwe with instruments to
verify and enforce compliance of the convention’s méslal o date, however, efforts to
strengthen the BTWC by means of a supplementary legaltjing protocol have
failed.124 As a result, the very treaty that was put into farger thirty years ago to aid
and protect the international community from biologicabpons development now
serves as one of the largest international impedsrerthe successful attribution of BW

use in a foreign territory.

a. Article Four Weakness: Lack of Verification of Treaty
Compliance

One of the biggest weaknesses of the BTWC, which sigmfiy impacts
the ability to successfully attribute BW use, is thatyis lack of any binding verification
measures. At four pages, it is astonishing to think thaBTWC was the first
international agreement since World War Il that barthedoossession of an entire class

of weapons25 The brevity of the document, however, reflects tloeeidibly intense

122AIthough the BTWC does not explicitly outlaw the uséiological weapons, the 1925 Geneva
Protocol does explicitly outlaw the use of BW. Although@eneva Protocol was signed in 1925 and
entered into force in 1928, the United States did noyrttd Protocol until 1975. See Milton Leitenberg,
The Problem with Biological WeapoffStockholm: The Swedish National Defense College, 2@31),

123The Secretary General of the UN has launched figeg®ns into the alleged offensive BW
production and/or use in Afghanistan and Indochina (1981 arz);118&n (1984-186, 1988); Iran and Iraq
(1986); Irag (1988 and 2002); Mozambique and Azerbaijan (1992). Theralsavgeen unconfirmed
reports that Israel maintains an offensive biologicaifare program.

124 5ee also Chapter IV of this thesis for more inforamabn the U.S. role in implementing
additional BTWC Protocols.

125 Mangold, Tom and Goldberg, Jéffague WargNew York: St. Martin’s Griffin, 1999), 59.
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political environment in which it was created in 1970. Wht& Cold War in full swing,

the BTWC's provisions for verification were purposelyitten very weakly to assuage
the Soviet Union. Many Western authorities in the maional community at the time

felt it would be better to have some sort of treatyragjahe use of biological weapons
than no treaty at all. These same authorities knewewenythat no treaty covering a
major WMD would be worth the paper it was written othé Soviets did not sign on. As
a result, the rigidity and effectiveness of the ysgbrotocols were compromised to
reach an initial consensus. Thirty years later, howekiese compromises have proven to
all but cripple the mandates in the BTWC.

(1) Legal Short-comings of Weak International Treatied
their Impact of BW Attribution. Article Four of the BVC insists that each nation must
police its own country to ensure treaty compliattéState parties are required by
Article Four to adopt any national measures necessaagcordance with their
constitutional processes, to prohibit and prevent thedshactivities detailed in Article |
of the treaty. The treaty does not prescribe the eypeeasures that should be adopted,
although Article Four provides that such measures mustdyged in accordance with
the state’s constitutional process, which usually ted@w international law obligations
are incorporated into national |ah&”

As is well known, there are many types of legal systems
throughout the international community. According to Bi@/NVeapons Report of 2004,

Differences have emerged with regard to practice betata¢es with a
common law tradition and those with a civil law traght Common law
states require national legislation to transform ma&onal obligations
into enforceable national law. States parties witbraraon law tradition
have generally determined that the Article FOUR obligato put in
place national measures to ‘prohibit and prevent’ violatafribe treaty’s
core prohibitions requires the enactment of legistadinod, specifically,
penal legislation that details offences and establigh@®priate penalties

for activities banned under Article |. States with\aldaw tradition,
however, may consider treaties they have joined &esetuting,

126 Mangold,Plague Wars59.

127 Bijo Weapons Prevention Project (BWPP), BioWeapon®R&004, 14. Accessible at:
http://www.bwpp.org/documents/2004BWRFinal_000.pdf. Accessed oaniier 12, 2005.
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whereby the text of the accord is automatically inocaed into national
law when the agreement enters into force—no additioai@bnal
measures are necessary to give it effétt.

A significant problem emerges, therefore, when onezeathat—
because the original architects of the treaty wantedrgmain ambiguous in its
implementation measures so that the Soviets wouldasigrArticle Four does not
specify criminal offenses or define the nature of punishniétite treaty is violated.
Therefore, civil law states will not be able to effeely enforce all BTWC obligations in
their respective national jurisdictions without specifnplementing legislation. While
violations of the prohibition against the use of biologarad toxin weapons might be
capable of prosecution under states’ laws against manslaagmerder, the related
offences of development, production, stockpiling and tramgfeuch weapons might not
be available in states’ penal codes, leaving the stateautaptosecute and punish

alleged offender&29

In the United States and its common law systems x@amele,
additional laws and federal statues had to be passed intonthake any threatened use
of a disease causing organism directed at humans, anomglants a crimé30In
addition, as a result of a change in the Bioterrokigeapons Anti-Terrorism Act
contained in the USA PATRIOT Act of 2001 and codified itlelli8 USC 8§175(b),
knowingly possessing a biological agent, toxin, or deligystem which cannot be
justified as prophylactic, bona fide research, or other f@lgmerpose can result in arrest,
prosecution, and fines and/or imprisonment for up to tamsyd his new provision shifts
the burden of proof onto the person or persons who are iags®s of dangerous
biological agents to prove they have the materialdgtiimate purposes. Despite the
gains the United States made in passing such laws, in ancerdéh the commitments
made when the United States signed and ratified the BiWMarch of 1975, it is
discouraging to realize that twenty-six years and a niagdogical weapons attack on

128 BioWeapons Report 2004, ibid.
129 BioWeapons Report 2004, 15.
130itle 18, U.S.C. § 2332[a].
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U.S. soil had to first occur before the United Statek the BTWCs mandates as just
that—mandates. Many other state signatories of the BWAWE yet to adopt additional
domestic legislation to ensure the Convention’s mangaespheld.

The short-comings of the BTWC creates numerous prollethe
international environment, and not only drastically redueartternational community’s
legal and technical ability to attribute a BW attack, dsb reduces states’ capabilities of
credibly deterring BW use by a state or non-state attorty years after the adoption of
the BTWC, some state parties have yet to adoptmat@iminal legislation to ensure
that the BTWC mandates are being effectively carrig¢dand followed within their own

sovereign territories.

b. Article Six Weakness: Provides Incentive to Cheat

Article Six of the BTWC states that any nation thiaspects another
nation of breaking its treaty obligations can subnid@renal complaint with the United
Nations. Any accused nation is supposed to allow the UNvistigate any allegations
of noncompliance. However, the BTWC provides no forpmnatedures, reporting
requirements, or recommended sanctions and/or punishmehésinstance that a state
is suspected of being in violation of the treaty. Aetiglix, therefore, is a completely
meaningless sanctiddl The BTWC lacks any substantial checks and balanas; st
signatories know that renegade states have an inceotoreeat and ignore their treaty
obligations because of the extremely high burden of m@owpfcountry or international
body would face in attempting to prove and attributeugeof a BW agent. And as the
introduction to this chapter highlights, outbreak of dissasccur frequently around the
globe, and at times it can be extremely difficultligcern between a natural and an
unnatural outbreak of disease. The weaknesses irethty treate what some state
signatories feel is an ability to cheat under the co¥éne treaty. Proof of this ability to

131 Mangold,Plague Wars59. Article Six expressly states that a formal coinplean be lodged with
the Security Council of the UN, and an investigation e&e place “in accordance with the Charter of the
United Nations.”
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cheat are the numerous countries suspected of maintamioffensive BW program,
even after becoming signatories of the BTWC, includingnot limited to: Iraq, South
Africa, and Russia.

Attribution will remain an extremely difficult step international BW
investigations if international protocols, legislatioasd treaties are not significantly
overhauled and enforced. As will be discussed below, wittiee legal structure in place
for an international investigation to take place, thencles of successfully attributing a
BW attack significantly decreases. Additionally, eviem state or an international body
were to be able to accurately attribute an internatBWaincident, without the proper
international legal mechanisms and protocols in plaose responsible for the use of
biological weapons cannot be held accountable. As showhapter I, if state or non-
state actors know that they can acquire and use BVoutifear of identification or
reprisal, they—and other—states will continue to prddifer acquire, and use BW; no
actor will be deterred from such behavior because there fear of truly being caught.

2. International Community’s Burden of Proof

As detailed in the introduction to this chapter, invesiget ofnatural infectious
disease outbreaks are very common, and the restEbfinvestigations are often
published. Despite this, however, surprisingly little hasrbwritten about the actual
procedures followed during such domestic and internationailcpldlth investigations.
Most epidemiologists and public health officials ledr@ procedures of investigating
natural disease outbreaks by conducting investigatiomstigt initial assistance of more
experienced colleagué¥? Natural health outbreak investigations involving public health
officials usually follow an inductive approach, with oakevidence being held to a
standard of scientific peer review, and findings being puldishecientific journals.
Additionally, must public health disease investigatiortzifoon environmental sampling
of disease outbreaks, rather than forensic sampliocgragé scenes were a disease

132 arthur Reingold, “Outbreak Investigations: A Perspectitemerging Infectious Diseasdsno. 1
(January-March 1998).
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outbreak of a weaponized agent has occurred. The starasisribetween these two
types of investigations will be discussed more in Chaypter

Perhaps one of the most difficult hurdles the intéonal community faces when
attempting to attribute the release of a biologicalpe@ea agent is the legal and technical
issue of burden of proof. Not only must public health offglz involved in unnatural
outbreaks, but law enforcement officials must alsodsevity involved in the
investigations of a suspected BW outbreak. BW investigatiarss take a deductive
approach, and all work of law enforcement investigatioanstrbe held to very stringent
legal standards of evidence that will meet constitutistaidards and withstand legal
challenges to obtain a convictié#?

In domestic BW investigations, a uniform set of labonratootocols, based on
established procedures and reagents, facilitates the intimdo€test results into a court
of law, thereby limiting evidentiary challenges that masult from the use of different
testing methods or analys®¥.The differing nature of the investigatory work and
standards to which domestic BW investigations are heldewer, can pose difficulties
when local public health and law enforcement offictaladuct joint investigations.
Overcoming the challenges of competing domestic jurisdistilaw enforcement, and
public health agencies has proven tough enough within the Utiséels during
outbreaks like the Amerithrax attacks in 2001, as willliseussed in Chapter V. One can
imagine, therefore, how these jurisdictional difficed are immensely compounded when
an unnatural disease outbreak occurs, and an investigatistiake place at an

international level.

3. International Investigations

Unlike domestic BW investigations, the international camity lacks a

uniformed set of laboratory standards, significantly himdethe international

133Butler, “Collaboration Between Public Health and LEmforcement: New Paradigms and
Partnerships for Bioterrorism Planning and Response,” THglconcept of burden of proof and standards
of evidence in a BW attack, however is hotly contestedvanies greatly between domestic policy and
forensic communities. Please see Chapter V for méoenmration on this subject.

134Bytler, “Collaboration Between Public Health and LEmforcement: New Paradigms and
Partnerships for Bioterrorism Planning and Response,” 1154.

62



community’s ability to limit evidentiary challenges thaaymesult from the use of
different testing methods of BW eviden&®.As discussed earlier in this chapter, the
BWTC—particularly Article Six—lacks any credible investigat mandates, and
provides little assurance that if a member state is adanfscheating, a thorough and
credible investigation can take place, either proving orlaibgothe member state of its
guilt. The inability for member states of the BWTCneastigate and attribute
international BW incidents undermines the deterrent valuke BTWC, and BW arms
control in general.

In lights of these sobering facts, what options dbesnternational community
have if it suspects a country of using BW? Since the BWd€ brought into force, there
have been multiple international allegations of treaiations that have launched both
unilateral and multilateral international investigatiofspresent, there are four
international mechanisms for investigating alleged BTW@compliance: (1) adversary
investigations; (2) consultative meetings with other BTW€mnber states; (3) UN
General Assembly investigations; and (4) Security Couneédtings pursuant with the
auspices of the BTW&36

a. The Adversary Approach

Adversary investigations occur when one country diresttjuses another
country of noncompliance, and the accusing country condsatsvin investigation of the
breach. This approach, however, is riddled with probleimd,rarely leads to the

successful, unanimous attribution of a BW incideBecause the investigating country

135AIthough no world-wide standard for laboratory staddaand BW evidence collection currently
exists, the Laboratory Response Network (LRN), cceatd 999 by the Center for Disease Control (CDC)
to run a network of labs that can respond to biologicdlciremical terrorism, now has international labs in
Canada, the United Kingdom, and Australia. Although this is@is the right direction, the United States
or any other BTWC signatory would not have the laboyadssistance if an outbreak occurred in any other
country. Evidence would have to be collected and themstipack to a credible lab, significantly
affecting the credibility of the evidence.

136 paul G. cassell, “Establishing Violations of Interoaél Law: Yellow Rain and the Treaties
Regulating Biological and Chemical Warfar&tanford Law Revie®5, no. 2 (January 1983), 269.
Additionally, there are measures outlined in the 1993 @taWeapons Convention that could assist in
giving legal and technical guidance in a BW investigation.

137 one example of an Adversary Investigation that did evéntoive to successfully attribute a
BW incident was the United States accusations of dwanrelease in Sverdlovsk in 1979, as will be
discussed later in this Chapter.
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is likely to be a political adversary of the investeghtountry, the investigation will
likely be dismissed as political propaganda, and the irtiena community may regard
any evidence presented in an adversarial investigaticairaed!38 Examples of such
failed adversarial investigations include the People’s RepuoblChina accusing the
United States of using BW in the Korean War; Cuba aogusie United States of using
a crop duster to induce a dengue fever epidemic in Cuba in 18B8ihaTaiwan
government accusing China of infecting their pork markets foibt and mouth disease

in 1997, as discussed in the introduction to this chapler.

In all of these cases, it is important to note thatihvestigations took
place internally. The accusing country was accusingh@nehember state of using BW
within its own territory (for example, China accusing thnited States of using BW
within Chinese territory). Therefore, the accusing couwig able to conduct its own
internal investigation, and release its own intereglaw and “evidence.” The inability of
any of these countries’ accusations to garner enougimatienal support and credibility
to launch an official international investigation menedinforces the glaring need for
international BW investigations to be conducted by grairtial investigation team.

b. Consultative BTWC Meetings

Article Five of the BWTC provides for bilateral and/or tiateral
consultations between states parties should a non-@ooglallegation occur, as agreed
upon at the treaty’s third Review Conference in 1991. Theegioe was invoked in
1997, following a Cuban allegation that U.S. aircraft talsed a crop disease outbreak
involving thrips palmi, a polyphagus pest that infects crops like cotton, chheym

melons, and potatoé4? Information was sought and received from both Cuba and th

138 cassell, “Establishing Violations of Internatiohaw: Yellow Rain and the Treaties Regulating
Biological and Chemical Warfare,” 272.

139 For information on Cuban accusations of U.S. BW usé81 see “Castro Blames the CIA for
Epidemic in Cuba,New York TimegJuly 27, 1981). For more information on the Taiwanesesations
of Chinese BW in Taiwan, see “Foot-and-Mouth Disease Spf@aalss in Pork MarketsFAS Online
(October 1997).

14035ee European and Mediterranean Plant Protection OrganiZd&diagnostic Protocols for
Regulated Pests: Thrips Palmi.” https://www.ippc.int/cds_uploadflaB®11738 pm7_03 e 1 .pdf.
Accessed on March 22, 2007.
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United States, and a two-day meeting was held in Geneuateyparties to hear each
side’s casé41 The Cubans presented a very weak case, and presentgdmiic
evidence whatsoever to back up their claims. An additiarare of the meeting was
that no attempt was made by the United States to ind@rateternationally based fact-
finding mission, and no push was made to conduct on-sistigations to collect
scientific samples from within Cuba to empiricallg&t the United States of guilt in this
matter. Although under Article Six, states parties nedgrrcompliance matters to the UN

Security Council, Cuba made no attempt to do so on tleiasiont42

This incident between Cuba and the United States showstates at
times use the shield of the BTWC as a sword in an attenguread political propaganda
and undermine a state’s international BW credibilitye3e bogus claims of non-
compliance also emphasize the need to conduct thorougstigations of all non-
compliance claims. If the United States had initiatechtarnational investigation in the
thrips palmicase, it could have attained conclusive, internatiosalbported evidence
that Cuba was simply making false claims—and Cuba’s laititgdi in turn, would have
been the one to suffer. Mandating investigations—euensiaspected bogus claims—
would help deter any future false claims of non-compliaasesountries would be
unwilling to sacrifice their own political credibilityrsiply to spread false claims of non-

compliance for propaganda purposes.

Such Consultative Meetings of BTWC state parties memaveak
investigatory mechanism. Each meeting must bring togethereatbers of the BTWC,
which—with 155 members—is in itself is a daunting task. Adddlly, scientific
evidence still must be presented to successfully and adguatttédbute a BW incident,

141 see stimson Center, “America Accused of Violating &jatal and Toxin Weapons Convention,
CBW Chronicle3, no. 3 (October 1997). http://mww.stimson.org/cbw/?s86080113282. Accessed on
January 15, 2006.

142 “Weapons of Mass Destruction Verification and Complanihe State of Play, Challenges, and
Responses,Ihternational Security Bureau, Department of Foreign Affé@gawa: CANADA, January
2005), 39. The Cuban accusations against the United $&t@tesa two-and-a-half page report and twelve
submissions received from the various States Paiffttee 8TWC. The report states that, among the seven
members of the Investigation Bureau and the ten othetreesisubmitting briefs on Cuba’s allegations,
there were some state parties that concluded thereaneausal link between the over-flight of the U.S.
aircraft and the insect infestation, while there watheer countries that asserted that the lack of further
detailed information made it impossible to draw any dkdfim conclusions.
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and the consultative meeting mechanism does not providelégal, impartial
investigation. Therefore, the consultative meeting amgpresould face the same scrutiny
of evidence as adversarial investigations; any evidencergessby the accuser will most

likely be deemed incredible or pure propaganda.

C. UN General Assembly Investigations

Many state parties to the BTWC recognize the UN Geresgmbly as
an excellent forum able to conduct impartial investigatiaribe incident of a member
state’s noncompliance with the BTWC. The UN SeseGeneral has presumed
inherent authority under Article 99 of the UN Chartecomduct fact-finding missions to
inform himself of any situation which threatens intélo@al peace and security.
Additional provisional procedures as outlined in GenerakeAwbly Resolution 37/98D—
passed by the Security Council in 1988 and applicable to alitefds—mandated that a
list of experts be nominated by states to be availablaéd-finding missions; a list of
laboratories be made available to do sample analysigy@delines established for the
conduct of missions agreed by a group of expgéd$he UN Department for
Disarmament Affairs (UNDDA) was requested to maintaalists. The guidelines
contain information on assessing whether to proceed watrtaular fact-finding
mission, inspection techniques and modalities, expertgattvould be useful to have
on a mission and procedures for accrediting laboratt@resnalyzing samples. This
mechanism remains available to UN member states to datkad since tremendously
atrophied. The lists of experts and laboratories wateuladated in 1989. In advance of
the BTWC Experts Meeting in July 2004 the UNDDA requestenhipez states to help
update them, but few ever respondétAdditionally, regardless of the list of experts
that is supposed to be maintained by the UNDDA, the UN doemaintain a standing,

permanent group of investigatory experts. An investigagam—chosen from the list of

143 “Weapons of Mass Destruction Verification and Complanihe State of Play, Challenges, and
Responses,”34. The Secretary-General has made usenoéthanism on several occasions, in relation to
alleged chemical, biological or toxin use in Afghanistan ladldchina (1981 and 1982); Iran (1984-1986,
1988); Iran and Iraq (1986), Iraq (1988); Mozambique and Azerb§lj992).

144 pjq.
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impartial experts—is compiled only after an alleged BWdient takes place. This could
result in critical time delays and greatly jeopardiag subsequent investigation.

1) Lack of on-site Access. Although the UN General
Assembly has conducted BW investigations in the pastatgedt problem it and any
country faces when attempting to conduct an internatBwainvestigation is the
inability to enter and investigate a BW incident in a ¢outhat refuses to allow the
investigation team permission to enter its sovereigiidgy. As recognized and
generally respected under international law, no statemistate group may enter another
state’s territory to conduct investigations, or evervigi® humanitarian aid and
assistance, without the explicit permission from tbst ltountryt4> General Assembly
Resolution 37/98D simply states that groups appointed byetretary General should
undertake onsite sampling when the countries concernedred®p@d such sampling is
relevant to the investigatioit® The resolution does not explain what should happen if a
country refuses access to an alleged BW site, and thee@eneral Assembly’s inability
to issue authoritative orders, gaining onsite inspectioncamitinue to be a major
problem for any investigations led by the UN General Assembly

Time is of the essence when it comes to properly bdilegta
diagnose and attribute an outbreak of unnatural diseheanability to both form an
investigation team, as well as gain timely access tsiteeof an alleged international
BW outbreak compromises the authenticity of evidenog$es, eye witnhess reports and
memories of the incident, and may even cause naolpsaome impatient with the
investigation, to despair of subjecting the alleged aggréssoternational disapproval

and condemnation, and may result in retaliatory, unilbaetaonl4?

1453see Ann OrfordReading Humanitarian Intervention: Human Rights and the Use of Force in
International Law(Cambridge University Press, NY), 2003.

146G A. Res 37/98D, UN Doc. A/RES/37/98D, at para. 6(b) (pEal 1982).

147 cassell, “Establishing Violations of Internatiohaw: Yellow Rain and the Treaties Regulating
Biological and Chemical Warfare,” 275.
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For all of these reasons, relying on the UN Generagissdy to
compile an impartial investigatory team once an ill&) incident takes place is an
insufficient mechanism of successfully attributing aerinational BW attack.

d. Security Council Meetings

As discussed previously in this chapter, Article VI theBT stipulates
that any state member finding another state memberitovi@ation of the treaty can
bring the matter before the UN Security Council. Desghere being multiple
accusations by various states of noncompliance siecBTRVC inception, no states has
officially brought a BW use accusation before the Sgc@ouncil (SC).

One could speculate that the Security Council wouldotigssemble an
investigatory team, much like the one proposed by the GeAssembly. The only
advantage, however, that the Security Council posstdsstethe General Assembly does
not is the Security Council’s ability to order countiesubmit to onsite inspections.
Despite this authority, however, the Security Counciégthe crippling motion of
another SC member’s veto on ordering a country to submitsibeoinspections.
Therefore, for both reasons of legal and political irepoy, the Security Council, itself,
may not prove to be an effective vehicle for onsite ihgasons in international BW

incidents.

With that said, there is a need for two critical thirfgsternational BW
attribution capabilities is to improve at all: a permdnagreed upon, legally binding
mandate that establishes a standing international rimpiavestigation team in the event
of an international BW attack; and an internationagjsea@d upon standard of evidence
and evidence handling standards. As the FAS Working Gro@odogical Weapons
Verification has stated,

An effective mechanism for investigating alleged use dbgical and
toxin weapons will not only enhance compliance withBA&VC by
deterring use, but will also assure States Partiesttyasuspicious

incident occurring on their territory will be at theaquest. It will also
offer a means by which countries wrongly suspected dditvam can
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demonstrate their compliance, and it will discourage urdedrand
destabilizing accusatiori48

Additionally, the possibility of tense internationallifoal relationships
impeding successful BW investigations reinforces theabédlies in combating WMD
and protecting U.S. national security interests, botloate and abroad. Positive,
preexisting relationships and positive international ratat@re critical to coordinating
events, clinical samples, and findings in an intéomatl BW event4® Without friends
and allies, and sound and enforceable international legyadlates, successful

international BW attribution may remain unattainable.

C. AN INTERNATIONAL CASE STUDY: SVERDLOVSK

The problems the United States faced in the monthsth&e3verdlovsk outbreak
accurately depict some of the ongoing problems of defedttribution in an
international BW outbreak. Although the Sverdlovsk incidmturred nearly thirty years
ago, the hurdles to attributing that anthrax outbrealldvbe the same hurdles the
international community would face today if a similacident occurred.

The Sverdlovsk anthrax incident in 1979 merely confirmédtwhe international
community had already been suspecting since the USSRIgigrnE972) and ratified (in
1976) the BTWC: the USSR was cheating. Some academisstimsi the USSR’s
noncompliance of its BTWC treaty obligations markedfitst gross violation of post-
Word War Il treaties, and caused a massive shift inntteenational legal order that has
yet to shift backs0

Soon after the Soviets signed the BTWC in 1972, the Defenslligence
Agency (DIA) and the Central Intelligence Agency (Ctald the U.S. government that
the Soviets were cheating on their treaty commitmenithk proof from satellite spy

148Fpas Working Group on Biological Weapons Verificatitgport of the Subgroup on
Investigation of Alleged Use or Release of Biological@tm Weapons Agentépril 1996).

149Byutler, “Collaboration Between Public Health and LEmforcement: New Paradigms and
Partnerships for Bioterrorism Planning and Response,” 1154.

150 see Federation of American Scientists (FAS), “Ten ItgmbrEvents in the Past Ten Years:
Shocks to the Regime.” http://www.fas.org/bwc/papersgelimpevents.htm. Accessed on March 22,
2007.
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photos—which, at the time, was the only available wayetdy that the BTWC’s
mandates were being enforceéd Despite this evidence, the U.S. government did not
want to accuse the USSR of treaty violations becaudéritied States feared it would
lose its other ongoing nuclear negotiations with thee®s by making such
accusationd>2 Additionally, without the ability to concretely investigaand prove to the
entire international community that the USSR wasithg on BTWC mandates, the
United States had no incentive to accuse the Sovietslations—since paradoxically,
the allegations would tarnish the BTWC treaty and adstiecus attention on the treaty’'s
lack of verification. Therefore, the treaty that weesakly constructed so as to appease a
world super-power was subsequently ignored and further weakdmedthat same super

power chose not to honor its commitments.

The Soviets chose to cheat on the BTWC for their pulitical reasons; the
Kremlin felt the Soviets offensive biological weapgmegram was integral to the USSR
remaining a world super-power, and saw biological weapoascasinterbalance to the
ever-expanding U.S. nuclear program. The Soviets madeothaipolitical calculation
when choosing to sign the BWTC—to appease and contindeckve their international
counterparts—while continuing to develop their vast offensigogical warfare
program. In turn, the United States made its own stategt-benefit analysis that
balanced contemporary international political relatlups and international legal
commitments. In the end, the U.S. commitment tangtteening its own proposed treaty
was on the losing end of that calculation. Once thddAmecame aware that the Soviets
had been incessantly cheating on their BTWC commitmetiiough the Sverdlovsk
accident, various intelligence reports from numeroustrees, admissions from defected

former Soviet scientists involved in the USSR’s BW pragras well as through the

151 Mangold,Plague Wars62. For more on the history and role of aerial imagétly BTWC treaty
compliance, see Olive Meier, “Aerial Surveillance 8WC Compliance Monitoring,Research Group
for Biological Arms ContrglOccasional Paper 2 (November 2006). http://www.biologicalsa
control.org/download/aerial%20surveillance_web.pdf. Acssm March 15, 2007.

152 Mangold,Plague Wars62. Also, according to a declassified DIA document, dn8tates at the
time did not have direct proof of Soviet biological weapactivities, though overhead imagery was
apparently useful in identifying potential sites of interBgfense Intelligence Agency: “Foreign
Technology Weapons and Systems”, DST 2660P-107-80-SAO, NMadd&80.
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public admission of President Yeltsin in 1992—the BTWC wa® £ many as a dead

in the wated53

1. No On Site Access

At the height of the Cold War, there was no chanadl éhat the USSR would
allow the United States or any other entity to enteeitstory to investigate a suspected
disease outbreak. Political tensions were too high, aregad mechanisms existed to
force the USSR to capitulate to an investigation. Assalt, the only mechanism of
evidence the U.S. government could rely on was intelligermd surveillance evidence.

Intelligence evidence, however, was not enough to indé&cBbviet Union of any
wrong doing. Recently declassified U.S. intelligence replooim 1979 speak of “rumors
of an accident at the biological warfare institut&atrdlovsk,” but also indicate that the
reports “added little to our knowledge of what actually happeneéverdlovsk 154
Citing its own insufficiency as legitimate evidencetthd®W outbreak had occurred, the
report goes on to say that “despite the proliferatioruofors of a BW-related accident,
there is insufficient evidence that the alleged deathdeaattributed to unlawful storage

of a BW agent.15>

2. No Open Records

As reported by multiple sources, almost immediatelgrahe anthrax outbreak,
the Soviet government confiscated the medical recortteeddverdlovsk victims, and the
current Russian government has even now refused to relatser details on what
happened April 2, 1979 in Sverdlov&ié

One of the only current sources of first-hand eviderfi¢cbeotypes of injuries
sustained by victims of the Sverdlovsk outbreak are thd-haitten notes of Dr. Faina

Abramova, who was one of the emergency room docteasing the many patients who

153 Mangold, Plague Wars, 62.

154 central Intelligence Agency, “Biological Warfare USSRiditional Rumors of an Accident at the
Biological Warfare Facility in Sverdlovsk,” F-1991-00146 (Oeoh5, 1979). Declassifed June 4, 1997.

155pjg.

156 pawn Levy, “Researcher Studies Old Anthrax Release for tHgfioals,”Stanford ReportMay
17, 2006).
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came into her Sverdlovsk facility after the outbreekuwred. In 1979, she risked her life
and her job when she hid her patient charts and autopsysémon the KGB. She also
hid the jars of organs and tissue samples from theeakbn her hospital’'s pathology
museum so they would not be confiscatedwithout Dr. Abramova’s notes, the U.S.
government and academics would not have been able toabsoidnd, scientifically-
backed case that an anthrax outbreak had, in fact,redcurthe Sverdlovsk.

The 1979 Sverdlovsk outbreak presented the United Statemwitiple
problems and challenges of attempting to attain first-haiece or records that a BW
outbreak had, in fact, occurred in the USSR. Sadlyethave been very few legal and
political advancements made in trying to close this gapitgihdhe field of BW
attribution. Under current international law, the Udittates and/or other international
organizations cannot enter a country to investigate a despbBEV outbreak unless
invited to do so by the country where the outbreak occuAeditionally, even if a state
were to invite the United States or a neutral foreigityettt enter its sovereign territory
to assist in a BW investigation, it is possible thatdta¢e would not allow any of the BW
investigation evidence to leave the country at=liA state has the right to report or not
report any evidence collected in a BW investigation. The@mumence of this reality is
exactly what occurred in the Sverdlovsk: a state wastaldeny for over twenty years
that a deadly BW pathogen had killed and maimed dozets @fizens. Without the
ability to collect evidence and records of the outbréad international community could
suspect and point fingers all it wanted; but the USSR cauldbe considered a suspect,
and could not be classified as a perpetrator of BW use.

D. CONCLUSION

It is unsettling to think that most of the major probtethat plagued the United
States during the Sverdlovsk outbreak are still an isgisgyt nearly twenty-five years
later. Due to multiple factors, including the lack ofcar@stic consensus on both national
and international BW defense policy, as well as thie tdagreed upon investigatory

157 Guillemin, Anthrax: The Investigation of a Deadly Outbre@R.
158 personal communication with Dr. Randall Murch, 18 2096.
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protocols for either a domestic or international BWhoeak, the United States has faced
and will likely again face the same hurdles and corapbas in BW attribution if
another outbreak were to occur.

In a Post-9/11 environment, and especially in lightefdngoing war in Iraq,
Americans are very concerned about a country in illpgatession of WMD. Despite
these concerns and the drastic political and militaricigsl that these concerns led to,
the United States and the world remains extremely restria its international BW
attribution capabilities. No amount of military forcepmlitical savviness can overcome
the short-comings of international law. If the Unitetdhtes truly wants to increase its
defenses against a BW attack, the short comings of thé@iust be addressed and
corrected. As will be shown in Chapter V, howevegrgg and sound international law is
completely dependent on the cooperation of states aimhakleaders. Often times, a
state’s domestic agenda and own internal weaknesBa&¥ mttribution hinder any sort
of consensus on what a sound international BW attoibghould be. Until independent
states can work out their own attribution capabilitessmandated within the BTWC, the
strength of any international treaty governing BW defemskksemain only as strong as
its weakest link.
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V. THE IMPEDIMENTS TO BW ATTRIBUTION IN DOMESTIC
POLITICAL ENVIRONMENTS

A. INTRODUCTION

No matter what anybody says, if it is five years auig we are not even
seeing any smoke from the investigation, then | woulddsdipitely that
[the Amerithrax] case is cold right now...This [investigat is just sitting
out there with nothing happening.

Christopher Hamilton, former FBI Counterrorism Officispeaking on September 16,
2006199

Over five years have passed since the Amerithrax attaSkptember and
October of 2001. Millions of dollars and multiple natibaad international agencies
have been involved in the investigation, and yet ortbebiggest crime mysteries of our
time remains unsolve? In December 2006, a disgruntled Congress called on theoFBI t
release its information on the attacks, blaming the Buf@athe lack of progress in the
investigation, and reminding the public that “all Americdaserve to know why this
five-year investigation has made so little progré§s.”

Upon closer examination, however, there are multgdsons why the
Amerithrax investigation has slowed down and has not procasethny leads in the
past months. As previously discussed, BTWC insists #elt Bation must police its own
country to ensure treaty compliank.This mandate was again affirmed in 2004 by UN

Security Council Resolution 1540, which holds:

[A]ll States, in accordance with their national prdeees, shall adopt and
enforce appropriate effective laws which prohibit any nateSactor to
manufacture, acquire, possess, develop, transport, transfee nuclear,
chemical or biological weapons and their means of dglive particular

159 Eyic Rosenberg, “Five Years after Terror of Anthr@ase Grows ColderHouston Chronicle16
September 2006.

160 pjq.

161 associated Press, “Congress Wants Answers on AnthZBS News12 December 2006.
http://www.cbsnews.com/stories/2006/12/12/politics/main2252540.sAttessed on March 15, 2007.

162 Mangold,Plague Wars59.
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for terrorist purposes, as well as attempts to engageyirof the foregoing
activities, participate in them as an accomplice sassifinance therfé3

State parties are required by Article Four of the BTW@&dopt any national
measures necessary, in accordance with their constilipprocesses, to prohibit and
prevent the banned activities detailed in Article Onéneftteaty, but the treaty does not
prescribe the type of measures that should be adopteal@itiArticle Four provides
that such measures must be adopted in accordance wgtates constitutional process.
Therefore, it is up to a nation’s own domestic legiskato determine and adopt the
procedures necessary to prohibit the acquisition, anddiinp$ie, of biological weapons.

An in-depth analysis of the on-going Amerithrax investign reveals the
weaknesses of the BW policies the United States hasiingpited, or failed to
implement, in an attempt to be in compliance withBT Article Four. To date, the
investigation of the Amerithrax attacks has fallen wicto a bureaucratic system of
governance that is still trying to refine and implemamefficient attribution capability,
and one that also has yet to agree on what “BW atioiy’ truly is. Due to very complex
technical issues, disagreements as to what a propdastlast proof to initiate a BW
investigation, as well as the ongoing bureaucratic andijatisnal issues being fought
out over which government agency should be leading tweehn BW investigations, it
seems unlikely that any government agency would be allactessfully conduct a
thorough investigation of the Amerithrax attacks, or famyre outbreak.

1. Roadmap

This chapter examines the impediments that domestitgab Environments have
on a successful biological weapons investigation. It ékamines the technical
impediments to attribution in the United States, includirs) responder preparedness, as
well as the lack of cross-agency standard operating guoes for BW investigations.

This chapter then examines the jurisidictional issd@sdomestic biological weapons

163 UN Ssecurity Council Resolution 1540, S/RES/1540 (2004), April 280dessed at:
http://daccessdds.un.org/doc/lUNDOC/GEN/N04/328/43/PDF/N0432843.pdf?@pestE on March 15,
2006.
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investigation in the United States, and shows the staideelifces in how certain agencies
typically involved in a BW investigation define the end gafattribution.

Lastly, this chapter applies the above issues to therstgoing Amerithrax
investigation, to show how domestic politics and orgamrat constraints could quite
possibly become the reason the attacks have and majnransolved.

B. TECHNICAL ISSUES

The first step in the successful attribution of aduyidal weapons attack is
identifying that an attack has actually taken place. Asusised in detail in Chapter II,
this step is sometimes much easier said than done, duddgitéal weapons unique
epidemiological characteristics. The defense agaibg&ilagical weapons attack involves
a cadre of government communities, from the local laifehe way up to the highest
federal level. (See Table 3). Coordinating the interaaimhinformation sharing
between these agencies is a significant task, andeth&s lpe fully worked out to its most
efficient capacity.

Table 3.  Some of the Agencies Involved in Biological Weapons Outbreaks.

Local National International
Law Enforcement | Local Police FBI INTERPOL,; CIA:
FBI, DOD, DOS
Agriculture Local farmers | USDA; NASD USDA
and
distributors.
Medical and Local CDC; National CDC (U.S.); DEFRA
Disease physicians and | Labs (LRN); (U.K./EU); WHO
Surveillance hospitals, Vets,| NCEH
Plant
Pathologists
Government Policy and National Diplomacy and Arms
Decision Makers; | Control Communities
DHHS

The first line of a country’s biological weapons defelise at the local level, and
greatly depends on local doctors and hospitals being adeqtrated to recognize the
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symptoms of an unnatural, BW-related outbr&#This ability, however, requires
doctors and hospitals to continue to take state and fgdgpansored classes, so
physicians can remain up to date and vigilant on the possibiiptoms of certain
weaponized biological agents. Some BW agents—such as)anttaa cause natural
infections from natural sources. Additionally, sometga BW infection can closely
resemble other infections, like the common flu, and mayrgecognized for quite some
time. The sooner local doctors can suspect and recodpaiza patient’s symptoms are
quite unusual and perhaps the result of a BW attack, tbhkeyistate and federal task
forces can take action to prevent the spread of thas#tiseut also be able to begin an
investigatory attribution process.

C. ORGANIZATIONAL ISSUES

Despite the technical impediments to a successfuddicdl weapons
investigation, one of the most startling hurdles sinliply within the lexicon of
attribution. Though a successful BW investigation reliesnoiltiple agencies being able
to work and coordinate their investigations in efficient onjst is unsettling to know
that most of the major organizations involved in BWiladition do not even agree on
what attribution truly is. Each organization has its aale and mission in investigating a
BW outbreak, and sometimes one organization’s missiondsect contradiction with
another organization’s efforts. Should policymakers poshessame definition and
focus of attribution as forensic investigators? Shouldytied of BW attribution
ultimately be to bring the perpetrators of BW use tagesto that future offenses could
be deterred, as forensic investigators hoped? Or shoughehef attribution be being
able to collect enough legitimate intelligence so thagmBW use does occur,
policymakers are able to act and/or retaliate within denaf hours or days?

If national BW attribution efforts are to be succekdhe three largest
communities involved in BW investigations—the public health momities, the forensic
communities, and the policy communities—must agree @t tie end-goal of a BW

164 seepublic Health Emergency Response Guide for State, Local, @val Public Health
Directors, Department of Health and Human Servives, Center faa3is Control.
http://www.bt.cdc.gov/planning/pdf/cdcresponseguide.pdf. Accesséthoth 5, 2007.
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investigation must be. These organizations have made gatesZi01, but before the
Amerithrax outbreaks, these major organizations’ diffel@xigcons of attribution directly
contradicted and interfered with each other’s investigation

1. Public Health Community: Epidemiology

As evidenced by the mission of the CDC, medical and pubkdth communities’
goals in the event of a disease outbreak is to protectcphadith, and prevent the spread
of the disease outbrea® This main mission of identifying and detecting that aake
outbreak has occurred greatly influences the manner irhvploiclic health agencies
conduct outbreak investigations, as will be discussee ielow. Through a complex
system of interrelated agencies and laboratories, the fhdalth communities focus on
disease detection and epidemiological analysis t@@int the existence and location of
an outbreak, and then focus on containing and eventualliatiad the source of the
disease.

Because of the complex nature of the nation’s public In@afitastructure, not
only is this community’s attribution goals at times antradiction with other
communities, but even within the public health communigyehs a drastic variance in
the manner in which outbreak investigations are conductddctinthere is significant
state-to-state variability in the existing public healystem, and also variability at the
local levels. Effectively, each of the fifty statiess its own detection systems since public
health surveillance at the state and local level s&thaipon the constitutions, regulations,

rules, and common law of each stHt@So even within the public health community it

165The cDC’s main goals include working with states am@mopartners to provide a system of
health surveillance to monitor and prevent disease eaftbr(including bioterrorism), implement disease
prevention strategies, and maintain national healtlsstati CDC also guards against international disease
transmission, with personnel stationed in more than 25gfor@untries. See
http://www.cdc.gov/about/default.htm. Accessed March 5, 2007.

166 pichael M. Wagner et alThe Nation's Current Capacity for the Early Detection of Pulkalth
Threats Including Bioterrorisn(Rockville, MD: Agency for Healthcare Research anal®y), September
26, 2001. For a thorough history of early and contempdiedgral public health organizational structure,
as well as the federal public health orgnaization’palese standards in the event of national emergencies
such as a BW event, see Alfred J. Sciarrino, “Thep&saf Wrath and the Speckled Monster, Part IlI:
Epidemics, Natural Disasters and Biological Terrorisne-Faderal Responséylichigan State University
College of Law, Journal of Medicine and Lavo. 10 (Summer 2006), 429.
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can be challenging to coordinate who is in charge and thlbaiverall mission is during
an outbreak investigatio¥”’

Additionally, although the CDC and other public health agenare involved in
covert, intentional disease outbreaks, the majoffityeir missions focus on
environmental sampling of overt, naturally-occurring dissaBublic health agencies are
extremely knowledgeable about disease causing organisnsgrbatare less familiar
with the behaviors and capabilitiesveeéaponizedlisease causing organisms. As such,
the CDC and other public health agencies’ capabilities anthinvestigations into
disease outbreaks greatly differ during covert and oveeade investigations. Once a
disease outbreak shifts from being a suspected naturakakilo an intentional, BW-
related outbreak, the public health community relies rapon the law enforcement and
forensic communities to conduct the investigation. Howedwath communities remain
actively involved in and are critical to the overall BuVestigation. (See Figure 3 and
Figure 4.)

167 see also Bernett, Brian. “U.S. Biodefense and HondeSacurity: Toward Detection and
Attribution.” M.A. Thesis. Monterey, Calif.: NavaloBtgraduate School, December 2006.
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Figure 3. Likely flow of communication during overt disease outbreak inmost
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168 gtler, “Collaboration Between Public Health and LEmforcement: New Paradigms and
Partnerships for Bioterrorism Planning and ResporiE®grging Infectious Diseas8sno. 10 (October
2002).
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169Bytler, “Collaboration Between Public Health and LEmforcement: New Paradigms and

Partnerships for Bioterrorism Planning and ResporiE®grging Infectious Diseas8sno. 10 (October

2002).
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2. Forensic Community: Microbial Forensics

Another major player in an outbreak investigation esftbrensics community,
which includes law enforcement agencies, microbial forerspecialists from the FBI,
and other national investigative agencies. Microbialrfsies can be viewed as the link
between the public health community’s attribution aimedntrol a disease outbreak, and
the policy community’s end-goal of wanting to know whoeisponsible for an outbreak.
The detailed break-down of BW agent epidemiology in Chdptedetailing the
importance of knowing an agent’s pathogenisity, infectivitgubation period, virulence,
as well as it's possible phylogenetics—is an examplbeoemerging field of microbial
forensics, and shows that with the continued advanceamehimplementation of this
science, major gains in BW attribution can be possible.

For the microbial forensics community, attribution is tagsignment of a sample
of questioned origin to a source of known origin to a ligbree of scientific
certainty.270 Forensics integrates hard science with the invest@atiocess, and serves
as an analysis and interpretation of available physmdence to determine its relevance
to events, people, places, tools, methods, processa#joms, and plans! The end-
goal for forensics attribution is not only to determivigat caused a disease outbreak, but
also to gather enough scientifically sound evidence to leet@tidlentify and prosecute
who it is that was responsible for the disease outbias mission greatly influences
the manner in which the forensics community conducts eakbnvestigations, as well
as the way in which the forensics community is abkhtre information with other
organizations. (See Table 4).

170 Randall Murch, “Biothreat (Microbial) Forensics: TNext Great Forensics Challenge,”
Unpublished Presentation, Spring 2006.

171 pjq.
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Table 4. Phases of Forensics Investigatiorig?
Phases of Forensics Investigations

. Intelligence and Information Gathering

. Field Investigation

. Crime Scene Investigation

. Laboratory Analysis

. Interpretation, Integration, Application

. Building, Shaping Prosecution

~N| O O B W N

. Communication and Decision Making

The forensics community places the highest amountnphasis on sample
collection and analysis. The community has repeatelyianed that one of the biggest
short-comings in BW investigations is that there remamamform evidence collection
standards among the many agencies involved in the investigatibhe FBI has its own
very rigorous sample collection standard operating proced&@®@Ps), but the public
health communities and policy communities do not abider igllow these same SOPs.
Whereas the CDC is usually entirely focused on envirorsheatnpling, the FBI
conducts outbreak investigations from a forensic standpendtthe preservation of the
samples is of the utmost importance. In fact, forftihensics community,

[l]dentification, collection, handling, and preservatmrsamples prior to

arrival at the laboratory are crucial to avoid compramjisubsequent

assays. The challenge is to preserve signatures iatt@eswhen it is

removed from the crime scene... There are no standdraizzobial

evidence collection kits...Evidence collection proceduresine be

developed with the intent, if possible, of preserving tiawktl forensic

evidence, such as hair, fibers, fingerprints, and human,2NAvell as
providing adequate material for microbial forensic analy$é

172 Randall Murch, “Biothreat (Microbial) Forensics: TNext Great Forensics Challenge,”
Unpublished Presentation, Spring 2006.

173 Much of the information in this chapter was providethtse author through an interview in June
13, 2006 with an FBI official who has been working on theefithrax investigation. Due to the ongoing
and sensitive nature of the investigation, the offisialld like to remain anonymous, and will be cited as
Anonymous FBI Interview, June 13, 2006.

174Bruce Budowle, et al, “Toward a System of Microbiatdfmsics: From Sample Collection to
Interpretation of EvidenceApplied and Environmental Microbiologil, no. 5 (May 2005): 2209.
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Although microbial forensics is a critical componen&iBW investigation, it is a
relatively new player on the scene. During the 1996 Sur@tyenpics in Atlanta,
defense-experts came to the sobering realizatioritibdnited States had no national
forensic program for detecting and investigating WMBAs a result, forensic
specialists—Iled by the FBI—brought together an interageaaymunity of experts to
begin creating a WMD and BW attribution capability. Timeragency community
combined the expertise of phlyogenetics, systematics, rafbeyy, and the forensics
community to create the FBI's Hazardous Materials Respdnit (HMRU)176 Today,
HMRU provides the capability to safely and effectivelyp@w to criminal acts and
incidents involving the use of hazardous materials and deviélleg<BI's technical
proficiency and readiness for crime scene and evidertadeoperations in cases
involving chemical, biological, and radiological matesiahd wastes!’

Before HMRU was created, however, there was no haaanhaterials response
capability at alt78 BW investigations were ad-hoc, and primarily led by tligary
specialists that would come in and conduct a public he&tthrlvestigation. The quality
of these investigations was not thorough, and any eviderieeted during such
investigations was not sound enough to be used as evidencariniral prosecutioA’®
Before the formation of HMRU, there was no civilanforensic outreach, and the
military simply used what it knew how to do to clean ng hazardous material
incidents.

After the 1996 Olympics and in the wake of the Amerithatiacks, the scientific
and forensics communities realized that—in addition telsiiRU—there was an
immediate need for a laboratory organization that coutbp®a microbial forensics

analyses in the wake of bioterrorism evEtAs part of the effort to deter biological

175 personal Interview with Dr. Randall Murch, Virginiach, Alexandria, VA, July 18, 2006.
176 pid.

177 see FBI Laboratory, Hazardous Materials Response Unit
http://www.fbi.gov/hg/lab/org/hmru.htm. Accessed on MaBc2007.

178 personal Interview with Dr. Randall Murch.
179 pig.

180Budowle, “Toward a System of Microbial Forensics: Fi@ample Collection to Interpretation of
Evidence,” 2209.
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terrorism and strengthen the law enforcement resporsgch an act, the United States
established a microbial forensic laboratory known as\d@gonal Bioforensics Analysis
Center (NBFAC), which is part of the Department of Htand Security and operates in
partnership with the FBI. The NBFAC now provides a a@racility to conduct analysis
of evidentiary material. Although the NBFAC's infrastuet and capabilities draw on
the best scientific resources available in the Urisdes and on some resources
internationally, the practitioners of the nasceeldfiof microbial forensics recognize that
there remain significant gaps in both science and opasdtiat must be filled to
establish a more readily responsive and effective system

Despite the creation of NBFAC and other facilitied anganizations to assist
with microbial forensics in BW investigations, the sciememains relatively ne¥#2 A
continued commitment to the development and applicafiomaobial forensics to BW
investigations could lead to tremendous advances, and helghweitnited States much
closer to being better able to quickly identify and attelaBW attack. As discussed in
Chapter Il, advances in phylogenetics and epidemiology haatlyeadvanced the field
of microbial forensics, but much more work needs to reed8cientists have
emphasized that the ultimate goal of source attribusido be able to individualize a
sample so that it can be traced to a unique source, buig tméikely with current
capabilitiest83 Forensic specialists used the Amerithrax case azaanpde of both the
successes as well as the limits of microbial forensic

Consider the... anthrax letter attack...The data were queaditat

interpreted as the Ames strain and focused the investig@atards

laboratory sources. Yet, no further attribution was itess‘Grand leaps”
in sequencing technology to increase speed, to reduceandsn

181 Budowle, “Toward a System of Microbial Forensics: Fi@ample Collection to Interpretation of
Evidence,” 2209.

182 5ee Mike Nartker, “FBI Science Experiment Could Help Anthinaestigation,”The Nuclear
Threat Initiative, Global Security Newswjrdovember 11, 2002.
http://www.govexec.com/dailyfed/1102/111102gsn1.htm. Accessed on NiGy&@007.

183Budowle, “Toward a System of Microbial Forensics: Fi@ample Collection to Interpretation of
Evidence,” 2210.
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maximize efficiency for forensic analysis are needeztunulation of the
existing genetic information of pathogens and near neighhbty
accessible databases is esse$l.

The continued development and application of forensicabiclogy is essential
if the United States wants to be able to criminally prateor punish someone
responsible for a BW attack. Without the ability to ecllenough legally sound evidence
against a suspect or suspects, any person or group respémsdBW attack would not
be able to be prosecuted in a court of law. Current farepgcialists have emphasized
that a strong forensic capability is needed for attribudibanimal, plant, and food-borne
pathogens and toxins to provide the law enforcement,igeatte, agriculture, public
health, and homeland security communities with inforomato assist in identifying
perpetrators of biocrimes and bioterrorism and to sereedaserrence factdf> And
although the ultimate prosecution and conviction of somees@onsible for BW attack
is the common end-goal among all communities, the mamespeed at which the
forensics community is able to work is, at times, intiadiction to other organizations’

attribution missions.

3. Policy Community: Who Did It?

The policy community’s main mission is to protect Amaerican public. When a
BW outbreak occurs, the policy community wants to kndve v responsible, so that
proper political steps can be taken—whether it be stepgrthe country’s civilian
defenses, initiating political negotiations with anotheurdry at the peak of an
international incident, or implementing military actio

The policy community, however, significantly reliestbie intelligence
community for information regarding any illegal BW actyyitvhether it be national or
international. High-level policy officials in chargé BW attribution efforts insist that the
intelligence community must improve its detection mettsmithat policy-makers could
have evidence that BW activity was actually going omiwits state, as well as within our

184 Budowle, “Toward a System of Microbial Forensics: Fi@ample Collection to Interpretation of
Evidence,” 2211.
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own country. This insistence shows that what “attribtitmeans to a policy official is
quite different than what attribution means to a forespecialists. In fact, one State
Department official has insisted that when it camddadards of evidence for BW
attribution, the policy community has decided againsteydbd a reasonable doubt” and
has instead decided on a “reasonable man stan&rd.”

By shifting their standard of evidence to only a “reasonatala standard,” the
policy community puts themselves in a stronger positiae$pond to a BW attack, but
in a very precarious position when it comes to actwglying and prosecuting the crime,
and does little to gain international credibility and supdaraddition, the policy
community’s need to respond quickly to an attack puts theligence investigations at
odds with the forensic community’s need to conduct aotigin and legally sound
investigation. This dichotomy has been the source of raantention during the

Amerithrax outbreak, as well as other domestic andnat@nal investigations.

D. A DOMESTIC CASE STUDY: THE ONGOING AMERITHRAX
INVESTIGATION

After 9/11, U.S. defense experts knew that the countrgateto remain on high
alert, as another attack could be possible. When theaarded letters began surfacing
in the U.S. postal system, as well as at the UapitGl, the country’s public health,
forensic, and policy community lurched into an even higkate of alertness, and
attempted to come together to undertake the largest BW iga®sh the U.S. has known
to date. However, because of the technical and organiahtgsues between and among
the three communities, what became known as the Amaxiinvestigation struggled,
and eventually revealed the pitfalls of a nation withen established BW attribution

infrastructure and policy.

1. Technical Issues

The first reported case in the anthrax outbreakdistovered by an astute

physician who noticed his patient’s unusual symptoms. R&teveens was the first

186 pssistant Secretary of State Paula DeSutter, Key®yatech, “ldentification, Characterization,
and Attribution of Biological Weapons Use Conferencegfition, UK (July 2006).
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fatality in the Amerithrax outbreak, and worked at theamlfbunin Boca Raton, Florida.
After Stevens came down with odd flu-like symptoms, hissphgn felt something was
amiss, but could not concretely identify what was ailimg. The physician ordered some
blood tests to be conducted, which were then shipped to r@tabpin Jacksonville,
Florida. The lab technician that examined Mr. Steverdblsamples happened to have
just completed his CDC bioterrorism training. As an encanggigstament to the steps in
biological defense that the government and the CDC lhkaah farior to the Amerithrax
outbreaks, the technician was able to immediately ifyethiat Stevens had respiratory
anthrax, and this information was passed on to theBiB#.to the preparedness of the
lab technician, the public authorities were alerted tatitbrax infection within two days
of Stevens’ visit with his doctd®€’

The ability for first responders such as doctors, hdsjgitaergency personnel,
and lab technicians, to be able to identify infections sischinthrax or botulism is the
critical first step in being able to determine whethenaran actual outbreak is actually
taking place. In fact, Mr. Stevens was not the fisheax victim to be infected in the
Amerithrax outbreak; Joanna Huden of New York City wéer leonfirmed to have
cutaneous anthrax, but doctors initially thought she simatlyan infected spider bités
After her symptoms began to worsen, Huden went on tobsdecors, and none
recognized she had a cutaneous anthrax infection. Oniywafiaveeks had passed and
other victims had been diagnosed with anthrax infecttishgloctors finally suspect that
Huden had contracted cutaneous anthrax some time aropteht®er 21, 200189

As detailed in Chapter Il, the unique epidemiology of nhasibgical weapons
makes it absolutely essential that first respondersalpeeti and up to date on the possible
symptoms of a biological weapons-related iliness. Withioigtfirst line of defense,
weeks or months could pass before the public and the goverimaxen aware of the

fact that a BW event has taken place. Once the goesttwas aware that anthrax was

187Anonymous FBI Interview, June 2006.
188 ThompsonThe Killer Strain,100.
189 ThompsonThe Killer Strain,99.
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being sent through the U.S. postal system in the f&001, it attempted to come
together to investigate and attribute the source ofttaeka However, this proved

significantly easier said than done.

2. Jurisdictional Issues: Organizational Zeitgeist

As detailed above, the three largest communities indalvd8W investigations
have very different approaches and procedures when atbgnbptattribute a BW attack.
During the Amerithrax outbreak, these differing procedureated numerous challenges,
roadblocks, and turf battles that—at times—almost jeopatdize= investigation. An FBI
official speaking on condition of anonymity told this autlhat the Amerithrax
investigation has been perpetually plagued by something ajanirational zeitgeist,
referencing the Hegelian concept of having one’s percepfiogality being directly
influenced by one’s limited environme¥ Due to this organizational zeitgeist and the
differing methods and goals of attribution among the puidalth, forensic, and policy
communities, the Amerithrax attacks have highlightedidnegers of not having a
cohesive, agreed-upon BW attribution policy, and having adaperception of reality
due to one’s own organizational goals can prevent théutesoof one of the largest BW
attacks on the United States.

a. The Clash Between the Public Health Community and the
Forensic Community

The public health community, led by the CDC, plays acaiitole in
disease surveillance, and is usually the first lindedénse in the event of a BW attack.
Due to the unique method of CDC'’s disease investigationgeVer, the CDC faced
some new challenges during the Amerithrax outbreak, angetbgeist—the specific
organizational thinking of the public health community’s BWeisigation techniques—
at times came to blows with the forensic community Wed also on site during the

outbreaks.

190Anonymous FBI Interview, June 2006.
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It was the CDC that was first notified of Mr. Stevestrange symptoms.
On October 4, 2001, CDC lab cultures confirmed that Stelvatianthrax?! However,
even though Stevens had anthrax, the CDC conducted igé imitestigation simply as a
basic epidemiological investigation, and not as a BW tigetson. For, as outlined in
Chapter II, anthrax—though rare—is a naturally occurringdo&cand a person can
contract an anthrax infection in a natural settingsiésh, the CDC began an
epidemiological investigation, that, as also previoushed, did not have any

homogenous, previously established standard operating procé®fures.

The CDC sent out investigative teams to scour theittatvhere
Stevens had been before he fell ill, including near lmsda home and work place, and
some mountain paths and streams in North Carolinaenteehad bee hiking with his
family.193 For precautionary purposes, the CDC also contactedBtht® Fell them of
Stevens’ diagnosis. It was not until the anthrax eegseestablished as criminal in nature
that the FBI moved from the secondary to the primalgyin the investigatio#94 It was
also at this point that the two agencies’ organizat@tyeist began to complicate the

investigation.

As has been documented, early conflicts between the £DC’
epidemiological team and the FBI criminal investigataer eevidence collection and
witness interviews highlighted the very different cudtsiof the two organizatiod8s As
a testament to the two very different procedures foladsévestigation, during the
anthrax investigation, the FBI approached each aspeicé @iase as a crime scene
investigation—seeing every item as a piece of possibteeage. Additionally, being
knowledgeable of the behaviors and capabilities of weapoaizttalax, the FBI entered

each investigation with adequate protection—with masks Eveg and at times in full

191Thompsonjl’he Killer Strain 92.
192Anonymous FBI Interview, June 2006.
193 ThompsonThe Killer Strain 93.

194Thompsonjl’he Killer Strain, 95.
195|pid.
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HAZMAT suits.196 To the horror of some of the FBI agents involved, dutfegearlier
parts of the investigation, CDC investigators would showatugn infected location with
no masks and no protection, ready to undertake whateleyds going to be a simple
epidemiological and environmental sampli§gThe FBI very quickly informed the
CDC of the dangers of weaponized anthrax, and made stedespite the CDCs
organizational culture—that the publich health investigatenking on the Amerithrax
case became HAZMAT certified, and made certain thaCID€ approach the anthrax

investigation as a biological weapons incident, and not kcphémlth outbreak98

An additional incident which highlighted the stark differeman the pubic
health community and forensic community’s attribution apph, was the incident
involving the U.S. Postal Facilities that had sortedl sent the anthrax-letters that began
infecting members of the American public. In an efforcalm the American public and
attempt to not compound problems by silencing authoritieswthite House began
allowing CDC doctors to speak directly to the public, andradtbthe CDC to be the
final say in some instances of what suspected areassaferand what areas were still
possibly contaminatetf® On October 18, 2001, U.S. Postmaster General John Potter
went to the U.S. Postal Service’s Brentwood distributiemter to try to ease the
mounting concerns of the American public and the nati8@3000 postal workers that
the mail, in fact, was safe, despite anthrax beingddnretters across the coun#§f As
discussed in Chapter Il, Potter and his executives had leeshsuith expert doctors at
CDC, as well as the D.C. Department of Public Hedltle CDC's top infectious disease
specialists had concluded that the facility could nahfected with anthrax, that
employees could return to work, and that there wasasoreto start the Brentwood

employees on preventive antibiot#s.

196Anonymous FBI Interview, June 2006.
197 pid.

198Anonymous FBI Interview, June 2006
199 ThompsonThe Killer Strain,98.

200 ThompsonThe Killer Strain,127.
201Thompsonjl’he Killer Strain 129.
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The FBI had no jurisdiction on the decision as to Wwhebr not Potter
would be safe going into the Brentwood faciff{z. Knowing the pathogenecity of
weaponized anthrax, the FBI tried to warn the CDC ofidmgers of allowing anyone
into the Brentwood facility, let along the Postmaseneral and an entire press
conference. The FBI shared its modeling evidence and aismation on weaponized
anthrax with the CDC specialists, but—possibly due to theited organizational
thinking—they chose to ignore the FBI's advice and evideamoa told Potter and other
public officials to feel safe entering the Brentwoodlfacik?3 The CDC believed there
was virtually no risk of any anthrax contamination ie facility, and that without the
letter being opened at Brentwood, there was no risk ohatlyax escaping®* As was
later proven, however, the FBI was correct, and th€ @as wrong in its assumptions.
The FBI, however, was not given the authority to malahslecisions, and so the
investigation and those involved continued to struggle agéiastown organizational
zeitgeist.

During the investigation, both the forensic and public headimmunities
struggled with the lack of a cohesive attribution policywa$ as the lack of an
established facility that could assist in examining sasiaken from onsite inspections.
Once the FBI and the CDC got on the same page as ttatitasd operating procedures
of a criminal disease investigation, both agencies fadadk of lab support that could
test samples that were being collected on28ft&uring one part of the investigation
involving the U.S. Capitol mail, the FBI collected ouat0 samples in fourteen days that
all needed to be tested for the presence of an#8fahe labs that were supporting the
investigation, however, could not handle the case load result, the FBI had to

202Anonymous FBI Interview, June 2006.

203 pjd. In this author’s interview with an anonymous FBI seuthe source postulated that the CDC
has had less experience and training with weaponized anthratigiayi®ons, versus simply a naturally
occurring anthrax outbreak. Because of this—and because ohitsedf the scientific information
available at the time on aerosolized, weaponized anrthsarme of the CDC investigative team members
did not believe the Brentwood facility to be at riskaaly further infections.

204The Center of Counterproliferation Research, “Anthre&merica: A Chronology and Analysis
of the Fall 2001 Attacks,”31.

205Anonymous FBI Interview, June 2006.
206 |pjg.
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guarantine all remaining U.S. Capitol mail, put it in 63%ptagarbage bags, and then
place the garbage bags into 250 sealed drums, so as tatgrazardous materials from
escaping?®’ The FBI did not have enough man power and lab powestdhe letters
quickly enough, however, and so the members of theiiglstigation team came up
with a novel technique to address their limitations. &#tials trained the onsite
HAZMAT workers to take microbiology samples from thalse U.S. Capitol Mail
letters208 The FBI forensic specialists trained the HAZMAT woukés collect samples
from the letters, swab the sample onto Petri distues then catalogue the Petri disPé&s.
This ingenuity saved a tremendous amount of time, as prévihesworkers had been
simply collecting samples, and then sending the sanpkt® labs so the lab technicians
could transfer the samples to Petri dishes, which theetdimicians would then wait to
develop and then analyze. Now, the FBI and the HAZM£elws were able to send the
catalogued samples directly to the lab for a much quickararound. This technique
allowed the FBI to cut-off the tremendous backlog mgle analyzation, and in five
days accomplished the analysis of a load of samplésvigpreviously taking thirty
days to completélQ |t was this ingenuity that discovered, within those 250sedrums,
the anthrax-laced letter that has been addressed aboBeeahy, but fortunately never

found its way to Capitol Hilk11

207 ThompsonThe Killer Strain,166.
208Anonymous FBI Interview, June 2006.
209Anonymous FBI Interview, June 2006

210Anonymous FBI Interview, June 2006.
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Image 3. The anthrax-laced envelope addressed to Senator LeaRi?

The Leahy letter initially registered 20,000 anthrax sporesquick tesél3 As noted
earlier in Chapter Il, it takes roughly 2,500 spores to bedonfeeted with inhalation
anthrax, and a lethal dose of 10,000 spores can be inhaled loreath. The letter also
bore the now infamous childish handwriting and was tapat] but what appeared to be
anthrax was spilling from the envelope when agents wemiaing it214 Due to a
misread zip code, this letter’s delivery had been stadled,eventually got quarantined
after the discovery of the Daschle let#€rHad the Leahy letter been delivered to the
Capitol along with the Daschle letter, thousands cowe b@come infected, and many
more could have died.

Despite the frustrations and competing organizationtir@as between the
CDC and the FBI during the Amerithrax investigation,tike agencies were able to
coordinate their efforts, as well as create novédinepies to address the short-comings of
not having an established BW attribution policy and fram&wbine lack of such a

212 From Dave Siff, “One Year Later, Security Tight€ities Stretched,” CNN, September 12, 2002.
http://archives.cnn.com/2002/US/09/06/prepared.cities.overvidexihtml. Accessed on March 5, 2007.

213 ThompsonThe Killer Strain 166.
214Thompsonjl’he Killer Strain 167.

215The letter addressed to Senator Daschle was opened by lniseaids, which forced the
government mail service, as well as the U.S. Capddietshut down. More potent than the first anthrax
letters, the material in the Senate letters waglalhrefined dry powder consisting of approximately one
gram of nearly pure spores. Earlier reports describech#@iterial in the Senate letters as "weaponized" or
"weapons grade" anthrax. However, in September 2008Y#sdington Posteported that the FBI no
longer believes the anthrax was weaponized.
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policy, however, certainly caused many problems during thetigegion. This not only
plagued the FBI and CDC at the outset of the investigabiot five years into the
investigation, the differing cultures and attribution almesveen the forensic and policy

communities continue to plague the Amerirthrax invesbgat

b. The Attribution Aims of the Policy Community

The public battle between Congress and the FBI ovepéedsand
direction of the Amerithrax investigation highlights trery different approaches the
policy and forensic communities have taken on BW attiobutThe policy community
wants results, but almost at the expense of a soligtigetion. In October of 2006,
Congress publicly lambasted the FBI, saying that in figege'the FBI has little in the
way of results to show for its worR2® The FBI, in turn, told Congress that the Bureau
will no longer brief them on the case, since sensitif@mation about the investigation
citing congressional sources was reported in the mdédBuch leaking of information
greatly jeopardizes any legal case the FBI will be ablauild against a suspect.
However, members of Congress are adamant that thieyded on the progress and

state of the investigation. In December 2006, Senatofl€3h@rassley insisted that

In one of the most important terrorism investigatiorsresndertaken by
the FBI, it is unbelievable to me that members of Congsesae who
were targets of the anthrax attacks, haven't beeretrfef years...As an
institution, Congress cannot be cut-off from detailed miation about the
conduct of one of the largest investigations in FBI Injsto [Such]
information is vital in order to fulfill its Constituinal responsibility to
conduct oversight18

Regardless of what the outcome will be in this batter information
sharing, this very public debate highlights the U.S. lacktaridard of operating

procedures during a biological weapons event and investigatiba.is in charge, who

216 jim Popkin, “Congress, FBI Battle Over Anthrax Inigedion,” MSNBGC October 24, 2006.
Accessed at http://www.msnbc.msn.com/id/15401908/ on Mardb06. 2

217 pid.

218 30el Seidman and Ken Strickland, “Congress Demands Anfenadoe Answers,MSNBC
December 12, 2006. Accessedtp://www.msnbc.msn.com/id/1617373 March 6, 2007.
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hears what information, and what the over-all missgdor a BW investigation remains
unclear. And in the interim, the policy and forensic oamities continue to struggle

over the investigation.

Five years after the Amerithrax outbreak, at a relcgetnational
conference entitled “Identification, Characterizatiang Attribution of Biological
Weapons Use,” further evidence was uncovered of the deagre between the policy
community and the forensic community over a cohesitiema attribution policy. 219
In July 2006, U.S. Assistant Secretary Paula DeSuttitreof).S. State Department’s
Bureau of Verification, Compliance, and Implementatiave a keynote speech at an
international conference on BW Attribution. DeSutteolee on the record of the main
policy challenges that BW attribution placed on theenirtJ.S. government. The
Secretary told the group that her Bureau’s main respditsibas—in the event of a
state or non-state actor actually using biologicalpsea either at home or abroad—to be
able to go to the President and say, “Mr. President,ibevbo did it, and here is who we

stop from doing it againz20

From her remarks, it was clear that the Secretangim tool for
investigating and attributing international BW outbreaks wmgelligence. Although
intelligence is a necessary element of BW attribytibe fact that the policy community
so heavily focuses on intelligence and inter-agency infoomaharing puts their policy
at direct odds with the forensic communities need to coralalised investigation for

the purposes of securing evidence for an eventual cripinaécution.

In fact, at one point during the conference, an Amargaticipant with
extensive experience in microbial forensics with the &ed the Secretary what the

219 Al of the information on AS DeSutter’s speech wamessed and taken down by this author at an
unclassified international conference organized by thee€é&mt Contemporary Conflict, U.S. Naval
Postgraduate School, in collaboration with King's Collegedon Centre for Science and Security Studies
and the Economic and Social Research Council (UK) wéth support from the Advanced Systems and
Concepts Office, U.S. Defense Threat Reduction Agenoy.cbnference took place in London, UK, in
July 2006. See: http://www.ccc.nps.navy.mil/events/recenthferenceDec06_rpt.asp.

2204 dentification, Characterization, and Attribution ofdBgical Weapons Use,” Conference
Proceedings, July 2006. See Dr. Anne Clunan, Dr. Peter LandyElizabeth Stone, “Identification,
Characterization, and Attribution of Biological Weapong Usondon, UK, July 12-13, 2006. Accessed
at: http://www.ccc.nps.navy.mil/events/recent/bwcosfieeDec06_rpt.asp, on March 6, 2007.
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U.S. government’s definition of attribution was. DeSusid that policymakers do not
think of BW attribution in the same terms as forenpecslists. She said the policy
community’s focus is not on long term deterrence and éupoosecution of a crime;
rather, their priority is simply collecting enough iigeence to be able to make an
educated enough guess as to who the perpetrator is becatiséedaership and the
public is going to want something about [the BW outbreak] agldy.221 She insisted
this was why her standard of evidence for BW attributias wot “beyond a reasonable

doubt,” and was instead a “reasonable man standard.”

At another point in the conference, a British papiacit with prior
experience in BW investigations emphasized to DeSutéemtith BW attribution being
a transnational problem in a complex international emwvirent, U.S. policymakers
should realize that investigation mechanisms are nupgtosted by the international
community when they can gain credibility before theg/@eeded to be used. The
Secretary responded by noting that the standards of evidewtmbis sufficient to
initiate a BW investigation are still unclear in tinéernational community, and need to
be made as low as possiBf.She insisted that governments should not have to have
actual proof of BW use before they are able to colldelligence and investigate any
suspicious outbreak or activity. AS DeSutter insistedgbaernments “need to act when

there’s smoke, because once there is a fire, peopldiwil223

DeSutter's comments reflect the opinion of the curagimiinistration’s
view of the standard of proof needed for attribution, asd highlight the conflict
between the domestic policy community and the legaliicecommunity’s definitions
and goals of BW attribution. Other members of the aenfee—international

participants representing other state governments, dasvether American participants

2214 dentification, Characterization, and Attribution ofdBdgical Weapons Use,” Conference
Proceedings, July 2006. See Dr. Anne Clunan, Dr. Peter LandyElizabeth Stone, “Identification,
Characterization, and Attribution of Biological Weapong Usondon, UK, July 12-13, 2006. Accessed
at: http://www.ccc.nps.navy.mil/events/recent/bwcosrfieeDec06_rpt.asp, on March 6, 2007.

222 v dentification, Characterization, and Attribution ofdBgical Weapons Use,” Conference
Proceedings, July 2006. See Dr. Anne Clunan, Dr. Peter LandyElizabeth Stone, “Identification,
Characterization, and Attribution of Biological Weapong Usondon, UK, July 12-13, 2006. Accessed
at: http://www.ccc.nps.navy.mil/events/recent/bwcosfieeDec06_rpt.asp, on March 6, 2007.
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who had worked on BW issues in previous administrationsagueed with DeSutter and
insisted that a more thorough standard of proof should bereddor BW investigation
and attribution, both domestically and internationadyBW investigation requires an
established standard of proof since it is a criminal invastig. In the American legal
community, a probable cause standard—which is more sttitigeam a reasonable man
standard—is most often needed before a magistrateppiiove a search warrant for an
investigation into any suspected illegal activity. Unles®stigators can meet the
probable cause standard of proof, a search warrantavibeissued, and any evidence
obtained in absence of a valid search warrant cannotedeatisrial.

DeSutter's comments suggest that the policy communitgsnieemediate
and only reasonably credible information on BW usehabproper defensive and
political steps can be taken to protect the American pubtize event of a biological
weapons attack. Requiring a lower standard of proof can bendatal, however, as this
means much less intelligence and “proof’ is needed fogdlrernment to initiate a
domestic or international BW investigation into a compaitgte, or an individual's
activities. Additionally, a lower standard of proof, espkyg in a domestic U.S.
investigation, could ultimately jeopardize any evidence itheollected, and may
ultimately undermine the investigation. Investigatory ioa able to identify and attribute
the source of an attack, but because they did not abi@estitutionally mandated

standards of evidence collection for a federal crintiral, the perpetrator could be
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acquitteck24 Additionally, on an international level, if any softretaliation from a
suspected BW attack remains on the table—especially aanuwelaliation, as the United
States has reserved as an option—then a higher starigaobbwill almost definitely

be demanded and required.

DeSutter's comments highlight the difficulty of estahing the requisite
standard of proof for BW investigations. Should the pol@ynmunity have a lower
standard of proof requirement in order to act when tlsesenbke, rather than fire?
DeSutter's comments make it apparent that the curréhtpdlicy community’s lexicon
of attribution is quite different than the U.S. fosenand legal community, as well as
other international governments, and it seems that “ptod U.S. policy maker is not
the same type of “proof’ one can present in an Americaminal trial 225> However, this
issue will have to be resolved if and when the soureeB}V attack is identified,

attributed, and brought to trial.

224Tne Constitutionally mandated standard of proof forcthrevictionof all criminal charges, at both
the State and Federal level, is proof beyond a reasodabbt. The requisite standard of proof to initiate a
search warrant for federal criminal charges, under duetk Amendment, is the probable cause standard.
Probable cause sufficient to justify a search/ ingasittn usually amounts to “the quantity of facts and
circumstances within a law official’s knowledge thatdfie items related to criminal activity will be
found at particular place.” See Robert Blodbniminal Procedure: Examples and Explanations, 4th
Edition (New York: Aspen Publishers, 2004), 125. Since any domeisticesulting from a BW
investigation would most likely take place in a federairt@ue to federal investigation and most likely
inter-state crime scenes and victims) it is posghe Congress could statutorily amend the standard of
proof requirement specifically for federal BW investigas. If Congress felt a lower standard of proof—
like DeSutter’s suggested reasonable man standard—is adtatidard for BW investigation warrants,
than Congress could pass such a statute, and any eviderctecblinder a reasonable man standard
during a BW investigation would then be allowed in a fedetall A reasonable man standard, or
sometimes called a “reasonable suspicion” standard,lyisndy requires a reasonable suspicion of
criminal activity to a degree that can be reasonatigtdated—a much lower standard that requires must
less proof and specifics than a probable cause standgpcesent, the standard of proof required to initiate
an investigation for most federal criminal trials remsad probable cause standard.

225 A reasonable man standard is also problematic itBe government wants to initiate an
international BW investigation. Under Article VI ofda BTWC, any state party that suspects another state
party of violating the Convention can report the matighe UN Secretary Council, which, in turns,
evaluates the evidence to see if the suspicions edébtr and an investigation is warranted. Although the
BTWC does not specify what standard of proof is requiréof®e state can report another state to the UN
Security Council, almost definitely a higher, probatdese standard of proof will be required before the
UNSC launches an international investigation into ancitage’s territory. As a party to the BTWC, the
United States would almost certainly require more tharepgnderance of the evidence standard before it
allows an investigation into its territory. Otherwistate parties could merely use a low preponderance of
the evidence standard to initiate propaganda-driversiigaion requests.
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E. CONCLUSION

Article Four of the BTWC insists that each nation npice its own country to
ensure treaty complian@g® When the United States ratified the BTWC in 1975, it was
required by Article Four to adopt any national measuresssacg in accordance with
the American constitutional processes, to prohibit@edent the banned activities
detailed in Article One of the treaty. It seems, hesvethat because the treaty does not
prescribe the type of measures that should be adoptddnitiesl States did not feel
rushed to develop its own BW investigative and attributagabilities. Twenty-six years
later, the lack of such a policy establishing a BW attidioutapability proved almost
crippling to the Amerithrax investigation.

As has been noted, the investigation remains open andvadsThis sobering
reality cannot be pinpointed on any one agency. Untilia@r players involved in BW
surveillance, investigation, and response can developgaad apon a common
definition of BW attribution, and also agree upon a comeoed-goal of a BW
investigation, a national attribution capability will raim undeveloped. The public health
and forensic communities have made great strides imdingag and coordinating their
efforts in a BW investigation. The ongoing battle betwéhe policy community and the
forensic community over the status of the investigatimnyever, shows that their starkly
contrasting organizational zeitgeists continue to priethesm from seeing eye to eye.

A successful domestic BW attribution capability is cogeéint upon a single,
cohesive attribution zeitgeist among all the communitieslved in BW investigations.
The Amerithrax event and its ongoing and daunting investigahould serve as a wake-
up call to the policy community that, despite their avajectives, the nation needs a

cohesive attribution policy if we are ever to trulyaas the question: who did it?

226 Mangold,Plague Wars59.
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VI. CONCLUSION

A. RE-EXAMINING THE DETERRENCE CONUNDRUM

The possibility of an enemy attack using BW on U.S.a0U.S. allies or troops
abroad remains one of the biggest threats to U.S. abdlgecurity. If “deterrence is the
historical cornerstone of U.S. defengé”the current policies of U.S. biodefense
measures must credibly convince potential criminals to notgenigecriminal and
deviant activities for fear that they will be apprehenaded punished. In order for a BW
user to fear punishment, norms, laws, and enforcementbauwssigned and
implemented to enable governments to attribute attagisrfmetrators and to
communicate that capacity to would-be attackers.

The current norms, laws, and BW enforcement poliaiesignificantly lacking
in their abilities to identify and attribute BW outbksaand to date have failed to
apprehend and punish BW violators. Thus, BW deterrencdirgyfahort of its policy
objectives. Despite the advances the U.S. governnasninade in the wake of the 2001
Amerithrax attacks, this thesis has shown therglisgnificant room for further
advances. As Dr. Randall Murch of Virginia Tech told #ushor, “The United States
still lacks a comprehensive biological weapons attributicatesjy. The current
“Biodefense for the 21st Century” policy is not a strategis a vision of what a
biodefense strategy should &8¢

This thesis has presented three major challenges sutisessful attribution of a
biological weapons attack: the nature of the weaponssiless, and the constraints
created by international laws and domestic politics. dinly by understanding the
complex nature of each of these elements, as wélleamtricate manner in which these
three elements are interrelated, that a successfudBWution policy can be created and
implemented. Each of these independent elementsriscal component of deterring

and eventually attributing the source of a future, or ctiyt@ological weapons threat.

227 «Bjodefense for the ZiCentury,” The White House, April 28, 2004.
228 |nterview with Dr. Randall Murch, July 18, 2006.
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B. THE BW ATTRIBUTION TYPOLOGY: IDENTIFY, CHARACTERI ZE,
AND ATTRIBUTE

The unique nature of biological weapons creates a thregguidgpology during
an investigation of suspected BW use. First, a biologiealpons incident must first be
identified. Often times, disease epidemics can go urgwhfor quite some time before
public health communities even recognize that a genuineeaktihas, in fact, occurred.
Second, a disease outbreak must be characterized abaatelrelease of a biological
weapon, and not simply a natural disease outbreak. Ahdlace a disease outbreak has
been ruled as a deliberate criminal incident, the attack be attributed to the
perpetrator.

The success of this typology greatly depends on the eutieical
understanding of the disease agent involved in the oltltteacooperation of the
international community and the effectiveness of magonal laws governing BW use,
as well as the domestic BW attribution policies and ptoces (whether domestic U.S.
policies of the domestic policies or the state in whieghBW attack has occurred) that
should assist in the investigation of the attack. Theegthe attribution of the BW
attack, as well as the deterrence of any future BWiatthectly relies on the successful
implementation of a BW attribution policy that cons&land incorporates all three of

these elements.

1. Deterrence from an Epidemiological Perspective

Because infectious diseases can be classified accaadihgir epidemiologic,
clinical, and/or microbiologic features, detailed knowledfthese characteristics is a
critical component for the expeditious identificatiamyastigation, and attribution of a
BW agent. Additionally, because biological weapons latdldale signature—unlike
nuclear or chemical weapons—the understanding and knowledige ebidemiological
characteristics of suspected BW agents is essensialifease outbreak is ever to be
suspected as a deliberate BW attack.

Chapter Il of this thesis detailed the importance of wstdading agent
epidemiology. Because agents used for BW agents araditierally occurring
organisms, understanding an agent’s pathogenicity, infectintypation period, and
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virulence in a natural environment is essential to unaleding how that same agent
would act if it were to be weaponized. As has been reglgagmphasized, the public
health community as well as the disease surveillaogemunity is the first line of
defense in a BW attack, as they must be the firdognize and identify that a
biological weapons event has, in fact, occurred.

Additionally, as has been shown throughout this the&gsase epidemiology is a
critical component to microbial forensics. Without a thaith understanding of an agent,
as well as the ability to collect sound microbial evideinom the “scene” of a BW event,
the law enforcement community will not have strong enagtlence to prosecute those
responsible for the event once the attack has bégrugtd.

Therefore, epidemiology is a critical component otfakee prongs of the
attribution typology. Without, the identification, claterization, and attribution of a
biological weapons event would be impossible.

2. Deterrence from an International Perspective

Equally as critical to an attribution typology is artwagh understanding of the
international laws and the history surrounding currentriat®nal treaties governing
biological weapons events. As was noted above, Bibatiion is a complex and
transnational problem. Diseases, whether natural or urahaknow no boundaries. The
Sverdlovsk case study within this thesis depicted théecigees and complexity of an
international BW incident. The lessons-learned of thenehave been studied and
published numerous times. Nearly twenty years passed éet¥ve release of anthrax in
Sverdlovsk, and the attribution of the event. And, degpe scientific evidence that
Western scientists possessed, the reason the Svakdeent was finally officially
attributed was simply because then President Yelfdtussia publicly admitted to the
accidental release of anthrax from an old USSR amylitnstallation.

The challenges of the attribution typology—identifying, elcéerizing, and
attributing a disease outbreak—remain just as compléxel contemporary international
environment as was true during in 1979 during the Sverdlovskemicid).S.
policymakers must realize that BW investigation mechanam@snost supported by the

international community when they can gain crediblbgfore they are needed to be
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used. The United States was unable to officially invagtighe Sverdlovsk incident in
1979, due to a lack of an agreed upon international BW investgaechanism; and
sadly, there remains no international BW investigatnzhanism. As such, the
weaknesses of the current Biological and Toxins Weaponsedtam (BTWC) must
continue to be strengthened—both at the internatienal,las well as at the domestic
level where the mandates of the treating need to blemgmted into national legislation.

If U.S. troops or allies abroad were to be attacked witlogical weapons, it is
very possible that the attribution of the event wouldniggossible. Without
internationally agreed upon laws that allow BW invesiigateams to quickly enter into
a state’s sovereign territory, critical evidencelaf &ttack will be lost, and so will the
chances of attribution.

As with most areas of international law, the preamsgner in which such a
policy should be implemented is and has been hotlytddbbhoth at home and abroad.
Despite differing perceptions of what type of policy wolédbest, the United States and
all other members of the BTWC must make this issue atiopty. Without an agreed
upon international framework for intra-state BW invgation, the identification and
characterization of a BW event may be possible, buattndution of the event will be

unlikely.

3. Deterrence from a Domestic U.S. Perspective

Since the United States implemented the BTWC, fivesddeets and nine
administrations have sat in the White House. Undoubtédiogical weapons
proliferation and use has been a concern of each s¢ g@ministrations. Despite these
concerns, however, none of the administrations to lletesuccessfully addressed or
implemented an effective national biological weapotribation policy.

Two of the biggest impediments to a successful domestiaBhution
capability is simply lexicon and organizational zeitgeiste domestic agencies involved
in BW investigations—the public health and disease slawe® community, the
forensics and law enforcement community, and the pobeymunity—must
synchronize to cohesively create not only an effectitrédoation policy, but also shared

and agreed upon standard operating procedures for BW investgatios capability
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has been slowly evolving since 1996, but it must continugdtve and advance. As the
Amerithrax case study has shown, there remain signifiburdles and problems in
national BW investigations. The lessons learned fromAtherithrax investigation, as
well as older investigations like the Sverdlovsk incidemist be taken into consideration
and corrected.

C. POLICY RECOMMENDATIONS

Without an effective BW attribution policy, the Unitethfes remains extremely
vulnerable to future BW attacks. It has been over fiag/since the Amerithrax attacks,
and the perpetrator(s) of the attacks remain(s) unkndhis.sobering fact not only
makes Americans less safe, but it also sends a strongegative message to any would-
be BW attackers. Future BW criminals see that, eveménof the strongest countries in
the world, biological weapons remain the poor-man’s nueleapon. Just a small
amount of expertise and capital is needed to induce widagpestruction—both in
terms of potential lives lost, as well as economyc&@ine FBI documents estimates that
the ongoing Amerithrax investigation has already castits. government over $1
billion in investigation and decontamination co&%The psychological impact on
ordinary citizens of this reality is, of course, iImmeasble.

However, in addition to impeding any future BW investigatitve lack of a
sound national and/or international BW attribution popcits something even larger at
stake: deterrence. Current and traditional approachesStadefense and deterrence
policies are based on the assumption that the perpeteatdye easily and reliably
identified, and those planning or responsible for attacks@ipunished. If perpetrators
can conduct attacks without the fear or possibility of gltumient, they can act with
impunity. The ability to punish, therefore, rests on thiétg to identify the perpetrator.
Thus, attribution is at the root of all national secusthategies of deterrence by

punishment.

229 pllen Lengel, “Little Progress In FBI Probe of Anthragacks,”Washington PosSeptember 21,
2005). Accessed at: http://www.washingtonpost.com/wp-
dyn/content/article/2005/09/15/AR2005091502456_pf.html, on 11 March 2007.
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The notion that members of the current administratsnyell as past
administrations, view BW attribution as an intelligernissue whose goal is to collect
enough intelligence to make an educated guess, using theaklesoran standard—
rather than a beyond a reasonable doubt standard orabfga@ause standard—is a
frightening thought. Although such a policy could be quitective in the short-term,
allowing policy makers to quickly respond to a domestic mrivational BW incident, it
almost entirely defeats any long term deterrence gé@ls.

The United States has reserved the option of using mweésgpons in response to
a biological or chemical weapons atta#R.This fact and this fact alone should be
enough to convince policy makers that BW attribution cabadhought of as simply an
intelligence issue that requires the low threshold @asonable man standard; for as the
United States has learned, intelligence is not gpfaibf deterrence tool—and the
international and domestic repercussions of such faiher&r@mendous. If the possibility
of nuclear retaliation is to remain a viable deterrguiom to BW use, the quick,
efficient, and reliable attribution of BW use is anabtely critical component to such a
deterrence policy.

Therefore, in order for the threat of BW use to belgdednd/or eventually
defeated, the attribution problem is critical. Threemmailicy recommendations on
biological weapons attribution can be taken away fromttiesis:

* (1) BW attribution is not just a technical problem. Pgimakers must work with
scientists to improve the capabilities and understandifgresic microbiology
and epidemiology so investigations can more easilytiigehe capabilities of a
given organism in the event of a BW attack. Additionadlgtanding team of
neutral, internationally chosen and agreed upon BW investgatust remain
trained, equipped, and deployable. This team should havephaéitties to be
deployed any where in the world in the event of a Bi&lcatto collect the

230 see footnotes 224 and 225 for further discussion.

231 3ee Victor A. Utgoff, “Nuclear Weapons and the Detece of Biological and Chemical
Weapons,'Henry L. Stimson Center Occasional Paper 36 (October 1997). Accessed at:
http://www.stimson.org/wmd/pdf/utgoff.pdf on 11 March 2007.
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necessary epidemiological and forensic evidence needéwlibote a BW
outbreak.

* (2) The United States cannot solve the BW attributiomlpro if it acts in
isolation. Disease—naturally occurring or deliberatelgased—knows no
boundaries; the attribution of a biological weapongietioee, is truly a
transnational issue. The United States must comply egtablished
international treaties and agreements in order totbeieredibility and trust
necessary for coordinating international BW investigations.

» (3) Domestically, U.S. policy makers must push for newsl and standard
operating procedures in the event of a domestic BW athéaky
advancements have been made in the wake of the haothdelearned during
the Amerithrax outbreak, but a clear and coherent gliaction must be
solidified into law, determining not only the hierarchydfich government
agencies will be in charge of all the aspects of aiBW¥stigation
(investigation in general, evidence collection, samgs#irtg, etc.), but there
remains a need for inter-agency SOPs of evidence collemtid testing. Any
samples or evidence collected for a BW investigatiorn ine®f a high
enough caliber that the evidence could withstand the scratitne legal
community’s standard of evidence. An ubiquitous and Conigiresy/-
approved standard of proof must be established for BW invastigaind be
adhered to by the policy, legal, and forensic communitieagare not only
the attribution of a BW attack, but also the ultimatesecution of those

responsible for the attack, and the deterrence ofignyef attacks.

Without the fear of punishment and/or robust consequencasg fBW users will
remain undeterred. Though the unique characteristics aidiall weapons make
attributing who used or released them extremely diffimutletermine at times,
attribution is possible. With a firm understanding & tiallenges of BW attribution, the
United States will be in better position to reliabliriatite the source of a BW attack, and

respond as specified in its national security and deferseges.
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